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Abstract

This document is the guide to the installation of Labuan FSA SMS application
for the reporting entities. It includes steps for re-installation of a newer version,

initial setup steps and troubleshooting.

System Requirements

. CPU Intel Core 2 64-bit 2.0Ghz or above
. 8GB Ram or above

. 20GB Free Hard Disk Space or more

Software Requirements:
. Windows 11 64-bit

Only Microsoft Windows of the above version is supported. Non-windows

operating system is not supported.

User must login as System Administrator to install the software.

It is recommended to have an additional hard disk space of 2GB per user
instance created.

Security Considerations:

e Ensure that notebook / desktop / server that SMS client will be installed on is
pre-installed with antivirus solution.

e Ensure that the Windows and the antivirus is always up-to-date with latest
updates.

e Ensure that the built in Windows firewall of the system and the Antivirus is
always on and enabled.

e Not using the notebook / desktop / server to access any unauthorized websites,
click on unknown links and downloading files from websites with low trust should

be avoided to prevent security risks.
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1. Installation

< The LFSA SMS installation client can be downloaded from:
https://www.labuanibfc.com/clients/SMS-Win10-Program-Installer.zip

- If a previous version of the SMS application is already installed, this version

must be fully uninstalled before proceeding. (Refer to Uninstallation)

Setup-Win10.exe

1.1 Double click on the setup.exe file to run it. If you are prompted by Windows to
allow the program to make changes to your computer, click Allow.

1.2 The installer will take some time to unpack its contents

C:.-.- Please wait while Setup is loading...

+
: unpacking data: 24%
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(o) LOFSA SMS Client Win 10 84-bit 1.1 Setup — et

Welcome to LOFSA SMS Client Win
10 64-bit 1.1 Setup

Setup will guide you through the installation of LOFSA SMS
Client Win 10 64-bit 1.1,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

1.3 When the Welcome screen appears, Click Next.

O LOFSA SMS Client 1.0 Setup _ [}

Choose Components
Choose which Features of LOFSA SM3 Client 1.0 you want ko install, irﬂ_-'

Check the components you want to install and uncheck the components you don't want ko
install. Click Install to skart the installation,

Select the type of install:

O, seleck the optional -~ Description

components yau wish to Fosition your mouse
inskall: aver a component ko

see jts descrption,

Space reguired; 417,.5ME

rullsaft Install Svstem w2, 38

< Back I Install I Zancel
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1.4 The Type of installation depends on whether a user database will be created

or not. Full installation will install a user database. The Client Only installation

requires the user site to already have a full installation already done.
(Refer to LFSA SMS User Guide (RE) Architecture for details)

1.4.1 If Full installation is required, choose Full installation type. Then click on Install.

1.4.2 If Client Only installation is required, choose Client Only installation type.
Then click on Install.

Installing

(7 LOFSA SMS Client Win 10 84-bit 1.1 Setup

Please wait while LOFSA 5MS Client Win 10 64-bit 1. 1is being installed.

&

Extract: venkman-service.js

Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:

nskillall,js
nsPostUpdate'Win.js
nsProgressDialoa.js
nsProxyAutoConfig.js
nsResetPref.js
nslURLFarmatter.js
nslipdateService, js
storage.xpt
strgcmps.dil

Mullsoft Install System 3,02, 1

< Back Mext =

Cancel

1.5 Wait while setup performs the installation.
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(57 LOFSA SMS Client Win 10 84-bit 1.1 Setup —

Installing ey
Flease wait while LOFSA SMS Client Win 10 64-bit 1.1 is being installed. (;7

Cutput folder: C:\Users\kokhoor\appDataLocal\TempYofsinst

Output folder: C:\Jsers'kokhoorbppDatalLocal TempYofsinst\SOL20 165etup e 45, »~
Qutput folder: C:\Jsersikokhoor\appData'Local TempYofsinst\SQL20 165etup s, ..
Qutput folder; C:\Users\kokhoor\appDataLocal \TempYofsinst\SQL20 165 tupkahs. ..
Extract: AQVP-5ALL.DLL

Extract: MAOAW _HA.DLL

Extract: RSOVTYPF.MLP

Cutput folder: C:\Usersikokhoor\AppDataiLocal \TempYofsinst\SQL 20 165 tupxas. ..
Extract: GoLSTSYG.OLL

Output folder: C:\Users'kokhooriappDatalLocal \TempYofsinst

SQL Server 2016 transmits information about your installation experience, as wellas ... ,

Mullsoft Install Swstem w3, 02,1

< Back Mext = Cancel

1.6 Setup will then proceed to install the SQLServer 2016 Express database if
the installation type selected is Full. If Client Only installation type is selected,
this step will not be performed.

1.7 The installation of the SQLServer 2016 Express database could take a while.
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{1 LOFSA SMS Client Win 10 &4-bit 1.1 Setup -

Completing LOFSA SMS Client Win
10 64-bit 1.1 Setup

LOFSA SMS Client Win 10 64-hit 1.1 has been installed on
your computer,

Click Finish to close Setup.

1.8 Once the Installation completed message appear, click on Finish to complete the
installation.
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2. Uninstallation

If a previously installed instance exists, then this instance must be fully
uninstalled before installing. This can be done by browsing to the C:\lofsasms
folder using Windows Explorer and clicking on the uninst.exe application.

¥ This PC » Local Disk (C:) » lofsasms

Mame B Date modified Type Size
apache-tomcat-6.0.16 32720181119 PM File folder
client 3/27/2018 11:15 PM  File folder
db 32T2ME1119PM File folder
mitfweb 327/201811:19 PM  File folder
tools 327/201811:19 PM  File folder
% ndpsetup.ico 1/23/2018 5:27 AM lcon 2KB
(% uninst.exe 32720181119 PM Application 56 KB

2.1 Execute the uninstall application. If you are prompted by Windows to allow the
program to make changes to your computer, click Allow.

LOFSA SMS Client Win 10 84-bit 1.1 Uninstall

Are you sure you want to completely remove LOFSA SMS Client Win 10
Ed-bit 1.1 and all of its components?

Yes Mo

2.2 Click Yes to confirm.

Statistical Management System Page 9 of 43
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{5 LOFSA SMS Client Win 10 64-bit 1.1 Uninstall —

Uninstalling
Flease wait while LOFSA SMS Client Win 10 64-hit 1.1 is being uninstalled. @

Delete file: C:Yofsasms\apache-tomcat-6.0. 16webapps\docs\architecture \printer requestPro

Remove folder: C:Yofsasms'apache-tomcat-6.0. 16 \webappsidocs\appdeysamplely...
Remove folder: C:Yofsasms'apache-tomcat-6.0. 16\webappstdocs\appdev isample’,

Delete file: C:Yofsasms'\apache-tomcat-6.0. 16 webapps\docs\appdevisource, himl

Delete file: C:Yofsasms'\apache-tomcat-6.0. 16 webapps\docs\appdeyiweb, xml. tut
Remove folder: C:Yofsasmsi\apache-tomcat-6.0, 16Wwebappsidocs \appdev,

Delete file: C:Yofsasms'\apache-tomcat-6.0. 16 webapps\docsiapr. himl

Delete file: C:Yofsasms'\apache-tomcat-6.0. 16YWwebapps\docs\architecture\index. htmil
Delete file: C:Yofsasms\apache-tomcat-5.0. 16\webappsidocsarchitecture\overview. ..
Delete file: C:Yofsasms\apache-tomcat-5.0. 16\webappsidocs!architecture\printerijn. ..
Delete file: CYofsasms\apache-tomcat-6.0. 16\webapps\docsarchitecture printerio...

Mullsoft Install Swstem w3, 02,1

Close Cancel

2.3 The uninstall process will take a few minutes.

{5 LOFSA SMS Client Win 10 64-bit 1.1 Uninstall >

LOFSA 5MS Client Win 10 64-bit 1.1 was successfully removed from
your computer.

oK

2.4 A message will appear upon completion.

If the installed application is the Full Application then proceed to next steps.
Otherwise the SMS application is already uninstalled.
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Loy Services

Eile Action View Help

&= |7 E -

= HE » oo w®

.. Services (Local)

’,‘; Services (Local)

SQL Server (LOFSASMS)

Stop the service
Pause the service
Restart the service

Description:

Prowides storage, processing and
controlled access of data, and rapid
transaction processing.

~
Name

-..‘.':) Retail Demo Service
-5:) Routing and Remote Access
{j;’ RPC Endpoint Mapper
-.S:Q;Secondary Legon

-{,E:Q;Secure Socket Tunneling Pr...
\.‘E:Q;Security Accounts Manager
n.‘j:é;Security Center

».‘jzé;Sensor Data Service
-&}_‘;Sensor Manitoring Service
{j}_’;Sensor Service

-.S:Q;Senrer

-{,E:Q;Shared PC Account Manager
-S:é;Shell Hardware Detection
n.‘j:é;Skype Updater

Q;Smart Card

-{E}_‘;Smar‘t Card Device Enumera...
n.‘j:é;Smart Card Removal Policy
S SNMP Trap
-&}_‘;Sofh:\rare Protection

{,‘;’ Spot Verifier

0L Server (LOFSASMS)

Description

The Retail D...
Offers routi...
Resolves RP...
Enables star...
Provides su...
The startup ...
The WSCSV...
Delivers dat...
Monitors va...
A service fo..,
Suppeorts fil..
Manages pr...
Provides no...
Enables the ...
Manages ac...
Creates soft...
Allows the s...
Receives tra...
Enables the ...
Verifies pote...

Provides sto...

Status

Running

Running
Running

Running

Running

Startup Type Log *

Manual Loc
Disabled Loc
Automatic Met
Manual Loc
Manual Loc
Automatic Loc

Automatic (.. Loc
Manual (Trig... Loc
Manual (Trig... Loc
Manual (Trig.. Loc

Automatic Loc
Disabled Loc
Automatic Loc
Automatic Loc
Disabled Loc
Manual (Trig... Loc
Manual Loc
Manual Loc

Automatic (D... MNet
Manual (Trig.. Loc

Extended ,{Standardf

To find out if the installed version is a Full Application, go to:

Control Panel > Administrative Tools = Services.

Look for SQL Server (LOFSASMS). If this service is found
Full Application.

** Click on the name column header to sort the services.

Statistical Management System
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2.5 To completely remove the SMS application, the SQLServer 2016 Express engine

instance will also have to be removed. First go to Control Panel > Programs and

Features.
[1 Programs and Features — O =
« * ‘I [ « AllC.. » Programs and Fe... v D Search Programs and Features 0

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click
® Turn Windows features on or Uninstall, Change, or Repair.
off
Organize +  Uninstall/Change == - o

Mame a Publisher *
[ Microsoft SOL Server 2012 Command Line Utilities Microsoft C
[ Microsoft SOL Server 2012 Mative Client Microsoft C
[ Microsoft SOL Server 2012 Setup (English) Microscft C

[ Microsoft SOL Server 2012 Transact-50L Compiler Ser... Microsoft C
[ Microsoft SOL Server 2012 Transact-50L ScriptDom Microsoft C
[ Microsoft SOL Server 2014 Management Objects Microsoft C
[0 Mlicrosoft SOL Server 2014 Management Objects (x84)  Microsoft C
|3 Mlicrosoft SOL Server 2014 Transact-50L ScriptDom Microsoft C
[ Microsoft SOL Server 2014 T-S0L Language Service Microsoft C

|3 Microsoft SOL Server 2016 (64- bit) Microsoft C
[ Microsoft SOL Server 2016 LocalDB Microscft C
|3 Microsoft SOL Server 2016 Management Objects Microsoft C
|3 Microsoft SOL Server 2016 Management Objects (x684) Microsoft C
[ Microsoft SOL Server 2016 Setup (English) Microsoft C
< >

j Microsoft Corporation

2.6 Search for Microsoft SQL Server 2016 (64-bit) in the Programs and Features
program window. Select the item, and click on Uninstall / Change to start the
removal.

Statistical Management System Page 12 of 43
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5 501 Server 2016 -

Add
l.
E ﬁ Choose this option to add features.

Bepair
b Chioose this option to repair the product.

< Remove
% Choose this option to remove the product.

2.6.1 When prompted, click on Remove to Uninstall the database.

2 Remove S5QL Server 2016 - O X

Select Instance

Specify the instance of SQL Server to modify.

Global Rules
Select Instance

Select the instance of SQL Server to remove. To remove shared features only, select "Remove shared
features only” and then click next.

Select Features Instance to remove features from:

Feature Rules
Ready to Remove

Removal Progress

LOFSASMS

Installed instances:

Complete Instance Mame Instance |D Features Editicn Version
5QL2016 MS5CQL13.5QL2016 | SOLEngine 5QLEng... | Express 13.1.4001.0
LOFSASMS MS5CQLT3.LOFSAS... | SOLEngine 5QLEng... | Express 13.1.4001.0
MSSCLSERVER MSSCQLT1.MSSOLS... | SOLEngine 5QLEng... | Express 11.0.2100.60
<Shared Compone... LocalDB 13.0.1601.5
<Shared Compone... 55MS 11.2.5058.0
< Back Mext > Cancel

2.7 At the ‘Instance to remove features from’ prompt, select LOFSASMS and click

on Next.

Statistical Management System Page 13 of 43
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2 Remove SQL Server 2016

Select Features

name.

Global Rules
Select Instance
Select Features
Feature Rules
Ready to Remove
Removal Progress

Complete

Features:

LOFSASMS
Database Engine Services
S0L Server Replication
Shared Features
SOL Client Connectivity SDK
LocalDB
Redistributable Features

The SQL Server features on this computer are shown below. To remove a feature, select the checkbox next to the feature

Description:

Includes SQL Server Mative Client
(ODBC / OLE DB) 5DK for
database application
development.

Select All Unselect All

Mext = Cancel

2.7.1 Click on Select All to select features to be uninstalled, and click Next.

Statistical Management System
Windows 11 Installation Guide
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2 Remove 5QL Server 2016

Ready to Remove

Global Rules

Verify the SQL Server 2016 features to be removed.

Ready to remove SQL Server 2016:

Select Instance
Select Features
Feature Rules
Ready to Remove
Removal Progress

Complete

=) Summary
.. Edition: Express
i Action: Uninstall
E| General Configuration
E| Features
.. Database Engine Services
SQL Server Replication
LocalDB
S0OL Browser
- S0L Writer

Configuration file path:

C:\Program Files\Microsoft SOL Servert13005etup Bootstrap'Logh\20180327_233625\ConfigurationFile.ini

Cancel

2.8 Click on Remove to confirm.

Statistical Management System
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sa Remove SQL Server 2016 — O

Removal Progress

Global Rules
Select Instance -
Select Features SqlEngineCenfighction_remove_validation_Cpufd

Feature Rules
Ready to Remove
Removal Progress
Complete

Mext » Cancel

2.9 The removal process could take a while to complete. When completed, click on
the Close button.

Statistical Management System Page 16 of 43
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3. Multi-instance

Note:

This is only applicable to those that manage the submissions of multiple companies.

This setup is optional. Multi-instance should only be done if the RE is in charge
of multiple OFIs. In this case, each OFI will need to have its own submission
instance, registered with its Labuan FSA profile, on the RE Full Application. A

new instance means a separate OFI database in the RE Full Application.

Company XY7 — Agents - LFSA
Company XYZ ‘ - LFSA

: oRa
— LF5A
User Profile ©

OFI-2
B LFSA —
User Profile - =

Standalons, ~_ . oms3
Full Application LFsA
(Agent1) . User Profile

4 -4 ! ORN
.j-' 3 LESA,

RE Clients © User Profile

3.1. Instance Creation

Instance creation utility (createApp.bat) is located in the c:\lofsasms\tools folder.

Statistical Management System Page 17 of 43
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ThisPC » Local Disk (C) » lofsasms » tools v | Q)
~
Marne Date modified Type Size
ant 32772018 11:46 PM File folder
conf 3/27/201811:46 PM  File folder
templates 32772018 11:46 PM File folder
=| createfpp.bat 2/18/2018 7:31 AM Windows Batch File IKE
55| junction.exe 1/23/2018 3:28 AM Application 19 KB
= listhpp.bat 1/23/2018 5:28 AM Windows Batch File | KB
=| removelpp.bat 2/18/2018 7:32 AM Windows Batch File IKB
= replacexml 1/23/2018 3:28 AM XML Document 2 KB
=| reset_password.bat 2/18/2018 7:32 AM Windows Batch File | KB

A new OFI database instance is created by the steps below:

3.1.1 Execute createApp.bat by right-clicking on the createApp batch file and click on “Run as
administrator”.

This PC » Local Disk () » lofsasms » tools

Marne " Date modified Ty
ant 3ET201811:46 PM File
conf 372018 11:46 PM File
ternplates 32720181146 PM File
createfpp. bat eamasa s "L.'in

BZ| junction.exe Open lpp
listApp.bat . Vin
removedpp.bal Print Kin

= replacexml ® Run as administrator Al
reset_password| W2 Open with Atom Vin

When prompted whether to allow app to make changes to this device, click Allow.

3.1.2 A console screen will appear.
INDOWS' system 32 cmd.exe

ting LOFSA Form Submission System Apps:

[Enter user datah
(&l phanumeric only, ma

Statistical Management System Page 18 of 43
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The top part of the screen (red box above) is the listing of the existing
instances (if any).

3.1.3 Type the name of the new instance to be created (yellow box above). The
instance name is an alphanumeric field but must begin with an alphabet.
Wildcard characters (like $ % ~ & #) and space are not allowed.

WYWINDOWS system32cmd.exe

n
ROOT

Enter user database to

F you proc

3.1.4 A confirmation dialog will appear. To confirm, input ‘Y’ or 'y’ and hit enter,

otherwise input any key and hit enter.

Statistical Management System Page 19 of 43
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WINDDWS' system32icmd.exe

org.=ml !
ewdttachment_jsp.cl

includ
includ alTa 1
inclu alTab LIMA . Wm

cesstully.

to continue .

3.1.5 The instance creation process will then begin. The message “Press any key to

continue . . .” (green box above) signals the completion of processing.

3.1.6 Take note of the URL created (red box above). This will be the server URL for
the server connection setup in the LFSA SMS application.

Statistical Management System Page 20 of 43
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irtual Tabhle.wm

tual TabTeColumn. wvm

pped successtully.

ting. )
rted successtully.

ttp:/A127.0.0.1:81

Paste
Select Al
Scroll
Find. ..

estl

3.1.8 Then select the portion of the screen to copy by holding down left click. When

the texts have been selected let go of the left click button and right click.

Statistical Management System
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[P untitled - Notepad - 10| x|

File Edit Format Miew Help
http: //127.0.0.1:81 /Testl,/ |

s

Kl vl 4

3.1.9 Paste the copied text into any text editor like normal (ctrl-v). Keep this text
editor open for later use.

=

Login Informakion

=er Id ;

Passward

Server Mame : SMSIDRE

ik Zancel

3.1.10 The newly created instance needs to be configured in the SMS application. In
the login dialog, click on Server Name to bring up the server connection settings

(yellow box above).

Statistical Management System Page 22 of 43
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® Server Connection Settings

=10l x|

~ Conneckion Sekkings

Server Mame ! I SMI@RE
Server URL ; Ihttp:,l',l'lZ?.D.El.l:Bl,l’
Skarage Yersion : I 4

~ Server Lisk

Save |[ Add |] Delete

Ok

Zancel

3.1.11 In the server connection settings, click on Add to create a new server

connection.

Statistical Management System
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® Server Connection Settings

Setver Mame ;

~ _onnection Sekkings

=10l x|

| SMS@RE

(_Ser'-.fer LRL :

| http:fi127.0.0.1:81/

Skorage Yersion I 4

~ Server Lisk

Marne |
SMSI@LOFSA
SMS@RE [%
SMI@RE

save | || . add Delete i, Cancel

3.1.12 Assign a server name for the connection (yellow box above). This is for visual
purposes, so it is best to use a recognizable name. For example, if the

connection is for Insurance Company XYZ, assighing SMS@InsuranceXYZ would

be a good idea.

3.1.13 The server URL (red box) comes from step 3.1.6. Copy the URL stored and
replace the one in the Server URL field.

Statistical Management System
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* server Connection Settings = | I:Ilﬂ

~ Conneckion Setkings

Server Mame I SMI@Test1
Server URL ; I htkpff127.0.0,1:81 [ Tesk1 |
Skorage Yersion ¢ I 4

~ Server List

Marme |
SMS@LOFSA
L MSEE
| SMS@Test] ]

( Save n add | Delete | ik, Cancel

3.1.14 Click on Save (red above) when done. The server list will be updated with the
newly added server name (blue above). Click on OK (yellow above) to apply the

change.

_loix

Login Infarmation

ser Id ; I |

Passwiord

Server Mame I SMSETestl j-]

Ok Cancel

3.1.15 To login to this instance, select the server name (green above) from the login

dialog.
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3.2 Instance Deletion
Instance creation utility (removeApp.bat) is located in the c:\lofsasms\tools
folder.
The ROOT instance cannot be removed.

An OFI instance can be removed by the steps below:

3.2.1 Execute removeApp by right-clicking on removeApp and select “Run as
administrator”.

Open

Open file location
¥ Run as administrator
@ Scan for viruses..,

Pin to Start Menu

Add to Quick Launch

Restore previous versions
Send To k

Cut
Copy

Create Shortcut
Delete

Rename

Properties

Statistical Management System Page 26 of 43
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INDOWSh system32hcmd.exe

Form Submission System Apps Listing:

Enter user datah tao r
(alphanumeric only, max:

3.2.2 A console screen will appear. It will show the current instance already created
(yellow above). Enter the instance that needs to be removed (red box) and hit
enter.

(Note: ROOT cannot be deleted.)

WWINDOWS' system 32 cmd.exe

Apps Listing:

U will he rem
Are you sure? P

3.2.3 A confirmation is required (red above). Punch in 'Y’ or 'y’ and hit enter to

confirm. Otherwise, input any key and hit enter to cancel.
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(Alphanumeric o b ; '
will b ) : em App: 'Testl'
¥ou sure? Please ent i or ¥y to proce ¢

serwice was stopped successtully.

L1df
Lmdf

The
The

A pp

The database fi1 ; ; iwed Py ofs = dbhdetacht, fold
Eemember to mowe them to i i

Press any key to continue .

3.2.4 The database instance files are moved to c:\lofsasms\db\detach. It is

recommended to copy the files out and keep this folder empty.

4. Setting Up

The SMS application for reporting entities (REs) needs to be registered with a
login user profile. This is done at the Full Application machine.

The process to register the user profile:

4.1 Execute LFSA SMS application by clicking on LOFSA SMS icon on the desktop

JEL

oo

LOFSA 5M5

4.2 Double click on Login.

Statistical Management System Page 28 of 43
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=10l x|

Eile W¥iew Go Tools Help User:  [Mok logged in] Logout
Login ;

| Done 4

4.3 Select the server to login to. (default: SMS@RE) Enter
the below:

User Id: readmin
Password: password
Then click OK.

" Lognrorm —————RTeTp

Login Information

User Id : I |

Password I

Server Mame I SMS@RE j

Ok I Cancel |

Note: This login profile (readmin) is only for the registration purpose and has no

rights for any other functions.

4.4 Double click on Setup.
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® - Lofsa SMS v0.2 [SMS@RE] o ] B4
Eile W¥iew Go Tools Help User;  readmin Logout
(=] Workspace ;
E----Setup
| Done 4

4.5 Enter the User ID and Password assigned by Labuan FSA. Click OK. It will take

a few seconds to a few minutes to update the RE application.

¥ System Setup = |I:I|EI

Server URL I https:/fwww.labuanfsa.gov.my:8082/

ServerUserld  |test

Server Password I R

Location I RE ﬂ

Ck I Cancel

| Y

If this step is successful, step below can be skipped.
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4.6 If the user profile is already registered then an error will prevent the
registration. This is to prevent one Principal Officer from having two sets of
submission data.

I X
/ 1 Failed to update settings, Errar; User profile is already registered and cannot be registered again,
............ T

When this happens, Labuan FSA has to be contacted for a profile unlock.
Apart from the machine currently being registered, any other machines utilizing
the same user profile have to be disabled from doing submissions in the future.
This is to prevent duplicate submissions done on behalf of the same reporting
entities.

4.7 To exit, click on Logout on the top right corner of window.

=100

File ‘Wew Go Took Help User: readmilg Logout
N
Done A
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4.8 After registration is done, reporting entities can now login with their assigned

profile. Double click on Login, and enter Labuan FSA assigned username and

password. Then click OK.

" LOFSA SMS

File Wew Go Tools Help User:  [Mot logged in] Logout

Login

* Login Form !EE

Login Information

LUser 1d ¢ W
Password : IW
Server Name : RE@affice =

Cancel |

Done 4
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5.  Troubleshooting

This section covers the troubleshooting for installation.

5.1 Login - Invalid user id or password

® Ajax callback exception O] =|

Irevalid user id or passward

Close Show Details == |

Possible cause:

_ioix

Login Information

Lser Id : I kestnick

Password : I ek

Server Mame: | SMS@RE =
Ok, Cancel

- Wrong User Id

-« Wrong password

Troubleshooting:

- Registration step with id “readmin” must be successful before a user can
login with the Labuan FSA provided ID. Refer LFSA SMS Training Guide
(RE) section 3.1.

- If registration step is done, check the user ID and password provided by
Labuan FSA.
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5.2 Login - Failed to contact server

* ajax callback exception 10| x|

Failed to contack server

Close Show Details ==

Possible cause:

_ioix
Login Information
User Id : I kestnick
Passwaord | I********
[Server Mame | SMSERE jj
ke Cancel

- The SMS application cannot contact the SMS service configured in the Server
Name.

- The SMS service as referred to in the Server Name is not running.

Troubleshooting:

» Check the SMS service configured in Server Name.

Statistical Management System Page 34 of 43
Windows 11 Installation Guide



Labuan

Financial Services Authority

® server Connection Settings

~ i_anneckion Setkings
Setver Mame
Setver LIRL ¢

Storage Yersion :

=10l x|

ISMS@RE

IhﬂpﬁﬂElDﬂ.hBH

|4

~ Server Lisk

Save | Add Delete

Ok

Zancel

The default connection should be the above.
(http://127.0.0.1:81/)
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Use the above configuration when connecting from the Full Application.
Otherwise, replace the IP address in Server URL with the IP address of the full
application.

Refer: Labuan FSA SMS Training Guide (RE) section 3.2.

« Check SMS service.

If the SMS service is down on the SMS Full Application machine, then the SMS
application will not be able to function. Refer to SMS service test.

- Check network connection.
A ping test on the connecting machine can determine if the SMS service

machine is accessible. Refer to Ping test.

- Check destination port.

A telnet test can determine if the necessary ports in the Full Application
machine is accessible. This test should only be done if the ping test was
successful. This test can be done on the Full Application machine itself or on

the machine connecting to it. Refer to Telnet test.

5.3 Setup - Fail to obtain Middle-Tier

® Ajax callback exception |0l =|

Failed ta obtain Middle-Tier

Close Show Details ==
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Possible cause: Full Application computer is unable to locate the local MSSQL
2016 database.
Troubleshooting: Proceed with MSSQL 2016 database test.

5.4 Registration - Failed to update settings

This usually happens when registering the Labuan FSA profile with the initial
“readmin” login.

«

) Failed to update settings. Error: WrappedException:
(= java.net.UnknownHostException:www.labuanfsa.gov.my

OK
alert x|
HE Failed to update settings. Error: WrappedException: java.net, ConnectException: Connection timed

(= out: connect

Possible cause:

- The Full Application machine is unable to establish a connection to Labuan FSA.
- The LFSA SMS application server may be down.

Troubleshooting:
- Check the connectivity to Labuan FSA.

A ping test should be done from the Full Application machine to the URL
http://www.labuanfsa.gov.my (LFSA SMS application server).

- If the ping test is successful, then a telnet test should be done using the port
8082.
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5.5 Tests - SMS service

At the full application machine, go to the service listing by:

Start > Settings > Control Panel > Administrative Tools - Services

2 Services ;lglﬂ
File  Action Wiew Help
o @ ERR 2E| n 1w

% Services (Local) Mame  # | Description | status | StartupTvpe | Logonas | ]

%IPSEC Services Provides e...  Started Automatic Local System

%Kerbems Key Distribution Center  On domain ., Disabled Local System

%License Logging Monitors a... Disabled Mebwork 5.,

LOFSA Sta...  Started Aukornakic Lo Em

%Lugical Disk Manager Detects an... Started Aukornatic Lacal System

%Lagical Disk. Manager Administra... Configures, .. ranual Local System

%Messenger Transmits ... Disabled Local System

%Micrnsnﬂ: Software Shadow Ca...  Manages s... ranual Lacal System

%Net Logon Mainkains a... fanual Local System

%Netrﬂeeting Rermote Desktop Sh... Enables an... Disabled Lacal System

%Netwnrk Connections Manages 0... Started ranual Local System

%Network COE Provides m... Disabled Local System

%Netwnrk DODE DSDM Manages D... Disabled Local System

%Netwnrk Location Awareness (M,,, Collects an,.. Started Manual Lacal System

%Network Provisioning Service Manages ¥... fanual Local System

%NT LM Security Support Provider  Prowvides s... Manal Lacal System

%Performance Logs and Alerts Collects pe... Aukomnatic Mebwaork 5.,
%Plug and Play Enables ac... Started Automatic Local System ﬂ

Exbended }» Standard f

The LOFSASMS service must be

application to function.

The LOFSASMS service is not found

Possible root cause:
« Errorin installation.

- Corrupted installation file.

Proposed solution:

- Download the installation package again.

in Started state

- Fully uninstall the application and try re-installing.
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5.6 Tests - SQL Service

At the full application machine, go to the service listing by:

Start > Settings - Control Panel > Administrative Tools - Services
Services Y ] 4

File  Action View Help

&= | mMEFRDE 2 = 0w

By Services (Local) | Name / | Description | status | startup Type | Lag on s | =]
%Security Accounks Manager Stores security inform..,  Started Automatic Local Swstem
%Security Center Monitars syskem securi,,.  Started Automatic Local Swstem
%Server Supports file, print, an...  Started Automnatic Local Swstem
%Server Inteligence Agent {THER... Manages BusinessObi... Manual Local Swstem
%Shell Hardware Detection Provides notifications F...  Started Autarnatic Local System
%SigmaTel Audio Service Manages SigmaTel Au...  Started Automnatic Local System
%Smart Card Manages access ko sm. .. Manual Local Service

5 r (LOFSASMS) F&age, proc...  Skarted Manual Metwo ice
%SQL Server (SQLEXPRESS) Provides starage, proc... Manual Metwork Service
%SQL Server Active Directory Helper Enables inteqgration wit, .. Disabled Metwork Service
%SQL Server Browser Provides SOL Server c...  Started Autornatic Metwork Service
%SQL Server Inbeqgration Services Provides management ...  Started Aukornatic Metwork, Service
%SQL Server Y55 Wriker Provides the interface ... Started Autornatic Local Swstem
%SQLSERVERAGENT Manual Local Swstem
%SSDP Discovery Service Enables discovery of U...  Started Manual Local Service
%Sybase BCKServer _ THEREISM... Manual Local Swstem ;l

Extendead }\ Skandard

| |
The SQL Server (LOFSASMS) service must be in Started state in order for the

SMS application to function.

The SQL Server (LOFSASMS) service is not found

Possible root cause:

« Errorin installation.

- Corrupted installation file.

Proposed solution:
- Download the installation package again.

< Fully uninstall the application and try re-installing.
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5.7 Tests - Connectivity test

Go to Start > Run. Type in cmd and hit enter. A console screen will appear.

Type in: ping www.labuanfsa.gov.my, And hit enter.

Administrator: Command Prompt

C:“\UserssAdministrator>ping www.labuanfsa.gov.my

Pinging www.labuanfsa.gov.my [219.93.38.148]1 with 32 hytes of data:
Reply from 219.93.38.148: bytes=32 time=34ms TTL=59
Reply from 219.93.380.148: bytes=32 time=34ms TTL=59
Reply from 219.93.38.148: bhytes=32 time=34ms TTL=59
Reply from 2192.93.38.148: hytes=32 time=34ms TTL=59

Ping statistics for 219.93.30.148:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = 34ms, Maximum = 34ms,. Average = J4ms

C:sUserssAdministrator >

The IP address (219.93.30.148) after the ping command should be the IP address
of the target machine.

If the target machine is contactable, a reply would be received. This means
the test is a success.

Example:

e Reply from 219.93.30.148: bytes=32 time=68ms TTL=53

If the target machine cannot be reached (ping test failed), the reply would be:

- Reply from 219.93.30.148: Destination host unreachable.
-« Request timed out.

This means the target is unreachable.
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5.8 Tests - Telnet

Go to Start > Run. Type in cmd and hit enter. A console screen will appear.

Ed Command Prompt

- O x

Type in: telnet “IP Address” “Port”
And hit enter.

The IP Address is the IP Address of the target machine, and the Port is
port number the connection utilizes.
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. Telnet 219.93.30.148

A blank console screen will appear on successful connection.

INDOWS' system32' cmd.exe
wWelcaome to Microsoft Telnet Client

Escape Character 1s '"CTRL+]'

tx quit

settings

To exit, press ctrl-]. Then key in quit and hit enter.
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BN Command Prompt — O >

connection to

A failed telnet test will result in the error message:

Connecting To 219.93.30.148...Could not open connection to the
host, on port 8082: Connect failed

This means a connection cannot be established with the machine
(219.93.30.148) using the port 8082.

This could be caused by:
- Firewall preventing outgoing traffic.
- Network policies preventing this connection.

- Target is unreachable or target port is closed.
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