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PART A: OVERVIEW

1.0 Introduction

1.1  Money laundering and terrorism financing (ML/TF) remain as threats that can
undermine the credibility of international financial systems. The growth in
international trade, inter-linkages of the global financial system and advancement
in technology have presented both the risks and opportunities to the business
community. The global Anti-Money Laundering (AML) compliance has changed
tremendously due to rapid digitalisation and sophisticated means over the past few
years. This resulted in increasing layers of cross-border regulations being
implemented to strengthen the fight against money laundering, terrorist financing

and other financial crimes.

1.2 In 2012, the Financial Action Task Force (FATF), had revised its Global Anti-Money
Laundering and Counter-Terrorist Financing Standard (the international standards)
for effective implementation by member countries to combat ML/TF as well as the

financing of proliferation of weapons of mass destruction.

1.3 To uphold Labuan International Business and Financial Centre’s (Labuan IBFC)
commitment as a well-regulated and supervised jurisdiction, Labuan Financial
Services Authority (Labuan FSA) as supervisory authority and law enforcement
agency under the National Coordination Committee to Counter Money Laundering
(NCC) established the Guidelines on Anti-Money Laundering, Countering
Financing Terrorism and Targeted Financial Sanctions for Labuan Key Reporting
Institutions (the Guidelines) that is in line with the international standards as well
as addressing the results of risk assessments undertaken by Labuan FSA. In
addition, all Labuan Key Reporting Institutions (Labuan KRIS) are required to
continuously assess the effectiveness of their AML/CFT Compliance Programme
to ensure that it continues to remain relevant in line with the developments of

Global Anti-Money Laundering and Counter-Terrorism Financing Standard.
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2.0 Legal Provisions and Scope

2.1 The Guidelines is issued pursuant to:

(@)  Section 4A of the Labuan Financial Services Authority Act 1996 (LFSAA);

and

(b)  Sections 66B, 66E and 83 of the Anti-Money Laundering, Anti-Terrorism
Financing and Proceeds of Unlawful Activities Acts 2001 (AMLA).

2.2  The Guidelines sets out the:

(@) obligations of Labuan KRIs with respect to the requirements imposed
under the AMLA;

(b) requirements imposed on Labuan KRIs in implementing a comprehensive
risk-based approach in managing ML/TF risks; and

(c) roles of the Labuan KRIs’ Board of Directors and Senior Management in

putting in place the relevant AML/CFT measures.

2.3 Any person who fails to comply with the Guidelines may be subject to an
administrative penalty under Section 36G of the LFSAA and/or other enforcement
actions provided under the LFSAA and AMLA.

3.0 Applicability

3.1 The Guidelines is applicable to the following licensed entities:

(@) Labuan banks and investment banks licensed under Part VI of the Labuan
Financial Services and Securities Act 2010 (LFSSA);

(b) Labuan Islamic banks and Islamic investment banks licensed under Part VI
of the Labuan Islamic Financial Services and Securities Act 2010 (LIFSSA);

(c) Labuan insurers and reinsurers licensed under Part VII of the LFSSA,

(d) Labuan takaful and retakaful operators licensed under Part VII of the
LIFSSA;
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(e) Labuan captive insurance business and Labuan captive takaful business
licensed under Part VII of the LFSSA and Part VII of the LIFSSA,
respectively;

)] Labuan insurance-related companies (insurance intermediaries) and
Labuan takaful-related companies (takaful intermediaries) licensed under
Part VIl of the LFSSA and Part VII of the LIFSSA, respectively;

(9) Labuan trust companies, Labuan managed trust companies and Labuan
private trust companies licensed under Part V of the LFSSA,

(h) Labuan money brokers licensed under Part VI of the LFSSA and Part VI of
the LIFSSA,;

0] Labuan fund managers and fund administrators licensed under Part lll of the
LFSSA and Part IV of the LIFSSA;

()] Labuan securities licensees and Islamic securities licensees licensed under
Part IV of the LFSSA and Part V of the LIFSSA, respectively;

(K) Labuan exchanges licensed under Part IX of the LFSSA;

()] Labuan credit token business licensed under Part VI of the LFSSA and Part
VI of the LIFSSA,;

(m) Labuan leasing companies licensed under Part VI of the LFSSA and Part VI
of the LIFSSA;

(n)  Labuan international trading companies licensed under Part VI of the LFSSA
and Part VI of the LIFSSA; and

(0) Labuan factoring business licensed under Part VI of the LFSSA and Part VI
of the LIFSSA.

3.2 Inaddition, Labuan KRIs which undertake digital financial services (LDFS) are also
required to adhere to the requirements under the Guidelines.

3.3 The Guidelines are intended to complement and be read together with other
Guidelines, Directives or Circulars issued by Labuan FSA as set out in
Appendix I. In addition, Labuan KRIs may refer to the list of superseded Guidelines
under Appendix I.
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3.4  The requirement of this Guidelines is applicable to Labuan licensees operating as
foreign branches, subsidiaries and offices, wherein they are required to comply
with the policies and procedures as implemented by their head office. However,
if policies and procedures as implemented by their head office are inconsistent
with the requirements of this document or less stringent than stated on this

document, the requirements prescribed herein on this document shall prevail.

3.5 Where the Labuan KRIs are subject to more than one AML/CFT matters issued
pursuant to Section 83 of the AMLA, the more stringent requirements shall apply.
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4.0 Effective Date

4.1  The Guidelines shall come into effect on 1 July 2022, and would remain effective

and applicable unless amended or revoked.

4.2  Notwithstanding paragraph 4.1, as a transitory measure, Labuan KRIs are
required to comply with the standard customer due diligence requirements in
relation to existing customers who are government-linked companies, state-

owned corporations and registered persons by 1 July 2023.
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5.0 Definition and Interpretation

5.1 The terms and expressions used in the Guidelines shall have the same meaning
as provided in the AMLA, LFSSA and LIFSSA, as the case may be, unless

otherwise defined in the Guidelines or the context requires otherwise.

5.2  For the purpose of the Guidelines, the following definitions and interpretations

apply:
Definition and Interpretation
“accurate” Refers to information that has been verified for accuracy.
“beneficial Refers to any natural person(s) who ultimately owns or
owner” controls a customer and/or the natural person on whose

behalf a transaction is being conducted. It also includes
those natural persons who exercise ultimate effective

control over a legal person or arrangement.

Reference to “ultimately owns or control” or “ultimate
effective control” refers to situations in which ownership
or control is exercised through a chain of ownership or

by means of control other than direct control.

In insurance and takaful sectors, this also refers to any
natural person(s) who ultimately owns or controls a

beneficiary, as specified in the Guidelines.

“beneficiary” This is dependent on the context of which the term is

used as follows:

(@) Under Labuan Trusts Act 1996, beneficiary refers
to a person entitled to benefit under a trust or in
whose favour a discretion to distribute properly
held in trust may be exercised. A beneficiary can
be a natural or legal person or arrangement. All
trusts (other than charitable or statutory permitted
non-charitable trusts) are required to have
ascertainable beneficiaries. While trusts must

always have some ultimately ascertainable
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Definition and Interpretation

beneficiary, trusts may have no defined existing
beneficiaries but only objects of a power until some
person becomes entitled as beneficiary to income
or capital on the expiry of a defined period, known
as the accumulation period. This period is normally
co-extensive with the trust perpetuity period which
is usually referred to in the trust deed as the trust
period;

(b) For wire transfers, this refers to the natural or legal
person or legal arrangement identified by the
originator as the receiver of the requested wire
transfer;

(c) In relation to clubs, societies and charities, this
refers to the natural person(s), or groups of natural
persons who receive charitable, humanitarian or
other types of services of the clubs, societies and
charities; or

(d) Inthe context of insurance and takaful business, a
beneficiary refers to the natural or legal persons,
or a legal arrangement, or insured person under an
insurance policy or takaful certificate, or nominees,
or category of person, who will be paid the policy
proceeds when or if an insured event occurs,

which is covered by the insurance policy or takaful

certificate.
“beneficiary Includes trust accounts, nominee accounts, fiduciary
account” accounts, accounts opened for companies with nominee

shareholders, accounts for mutual fund and fund
managers, accounts for personal asset holding vehicles,
pooled accounts, accounts opened by professional third

parties and other relevant accounts.
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Definition and Interpretation

“‘beneficiary Refers to the institution which receives the wire transfer
institutions” from the ordering institution directly or through an
intermediary institution and makes the funds available to

the beneficiary.

“‘Board” This refers to the board of directors of the Labuan KR,
including a committee of the boards to which
responsibilities of the board set out in the Guidelines to

oversee the AML/CFT functions have been delegated.

In relation to the Labuan KRI of a branch status, the
‘Board’ shall refer to the Labuan KRI’s regional/parent
company or any equivalent person or body with the
authority to oversee the branch, whichever is relevant.

“close associate | Refers to any individual closely connected to a politically
of PEP” exposed person (PEP), either socially or professionally.
A close associate in this context includes:

(a) extended family members, such as relatives
(biological and non-biological relationship);

(b) financially dependent individuals (e.g. persons
salaried by the PEP such as drivers, bodyguards,
secretaries);

(c) business partners or associates of the PEP;

(d) prominent members of the same organisation as
the PEP;

(e) individuals working closely with the PEP (e.g. work
colleagues); or

(f)  close friends.

“Core Refers to the Core Principles for Effective Banking
Principles” Supervision issued by the Basel Committee on Banking
Supervision, the Objectives and Principles for Securities
Regulation issued by the International Organization of

Securities Commissions, and the Insurance Core
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Definition and Interpretation

Principles issued by the International Association of

Insurance Supervisors.

“correspondent | Refers to a Labuan KRI that provides or intends to

bank” provide correspondent banking services.

“cover payment” | Refers to a wire transfer that combines a payment
message sent directly by the ordering institution to the
beneficiary institution where the routing of the funding
instruction (the cover) is carried out or performed

through one or more intermediary institutions.

“‘Competent Refers to Bank Negara Malaysia.

Authority”

“cross-border Refers to any wire transfer where the ordering institution
wire transfer” and beneficiary institution are located in different

countries. This term also refers to any chain of wire
transfer in which at least one of the institutions involved

is located in a different country.

“customer” Refers to both account holder and non-account holder.

The term also refers to a client.

For insurance and takaful business, refers to parties
related to an insurance/takaful contract including
potential parties such as proposer/policyholder/policy

owner, payor, assignee and company representative.

In the case of group policies, “customer” refers to the
master policy holder, that is, the owner of the master

policy issued or intended to be issued.

In the context of Targeted Financial Sanctions on
Terrorism Financing, Proliferation Financing and under
Other UN-Sanctions Regimes, this includes beneficiary

and beneficial owner.
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Definition and Interpretation

due
diligence (CDD)”

“customer

Refers to any measure undertaken pursuant to section
16 of the AMLA.

“director”

Refers to any person, by whatever name called, who:

(a) occupies the position of director of a body
corporate;

(b) is a person in accordance with whose directions or
instructions the directors of such a body corporate
accustomed to act on; or

(c) an alternate or substitute director.

“domestic list”

Refers to names and patrticulars of specified entities as
declared by the Minister of Home Affairs under the
relevant subsidiary legislation made under section
66B(1) of the AMLA.

“domestic wire

transfers”

Refers to any wire transfer where the ordering institution
and beneficiary institution are located in Malaysia. This
term therefore refers to any chain of wire transfer that
takes place entirely within the borders of Malaysia, even
though the system used to transfer the payment

message may be located outside Malaysia.

“electronic Know

Refers to establishing business relationships and

Your Customer | conducting Customer Due Diligence (CDD) by way of
(e-KYC)” electronic means, including online and mobile channels.
“expatriate” Refers to a foreign national who meets the eligibility

criteria for expatriate employment and is approved by
the Immigration Department of Malaysia (Ministry of

Home Affairs) to be employed in Malaysia.

“external service

arrangement”

This refers to an arrangement in which a service
provider performs an activity on behalf of the Labuan
KRI on a continuing basis!, where the activity would

otherwise be undertaken by the Labuan KRI.

1 For the avoidance of doubt, an agreement which is time-bound does not preclude the activity from being considered as being
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Definition and Interpretation

“family members | Refers to individuals who are related to a PEP either

of PEP” directly (consanguinity) or through marriage. A family
member in this context, includes:
(@) parent;
(b) sibling;
(c) spouse;
(d) child; or

(e) spouse's parent,

for both biological or non-biological relationships.

“financial group” | Refers to a group that consists of a holding company
incorporated in Labuan or of any other type of legal
person exercising control and coordinating functions
over the rest of the group for the application of group
supervision under the Core Principles, together with
branches and/or subsidiaries that are subjected to

AML/CFT policies and procedures at the group level.

‘G” Denotes guidance which may consist of statements or
information intended to promote common understanding
and advice or recommendations that are encouraged to
be adopted by the Labuan KRI.

“higher risk” Refers to circumstances where the Labuan KRI
assesses the ML/TF risks as higher, taking into
consideration, but not limited to the following factors:

(i) Customer risk factors:

(a) the business relationship is conducted in
unusual circumstances (e.g.  significant
unexplained geographic distance between the
Labuan KRI and the customer);

(b) non-resident customers;

(c) legal persons or arrangements that are personal

asset-holding vehicles;

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 16/171




Definition and Interpretation

(d) companies that have nominee shareholders or
shares in bearer form;

(e) businesses that are cash-intensive;

(f) the ownership structure of the company
appears unusual or excessively complex given
the nature of its business;

(g) high net worth individuals;

(h) persons from locations known for their high
rates of crime (e.g. drug producing, trafficking,
smuggling);

(i) businesses or activities identified by the FATF
as having higher risk for ML/TF;

() legal arrangements that are complex (e.qg.
nominee relationships or layering with legal
persons); and

(k) persons who match the red flag criteria of the
Labuan KRI .

(i)  Country or geographic risk factors:

(a) countries identified by credible sources, such as
mutual evaluation or published follow-up
reports, as having inadequate AML/CFT
systems;

(b) countries subject to sanctions, embargos or
similar measure issued by, for example, the
United Nations;

(c) countries identified by the FATF, other FATF
style regional bodies or other international
bodies as having higher ML/TF risk;

(d) countries identified by credible sources as
having significant levels of corruption or other

criminal activities; and
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Definition and Interpretation

(e) countries or geographic areas identified by
credible sources as providing funding or support
for terrorist activities, or that have designated
terrorist organisations operating within their
country.

(i) Product, services, transaction or delivery channel
risk factors:

(a) anonymous transactions (which may include
cash);

(b) non-face-to-face business relationships or
transactions;

(c) payment received from multiple persons and/or
countries that do not match the person’s nature
of business and risk profile; and

(d) payment received from unknown or unrelated

third parties.

“higher risk Refers to countries identified by FATF or Government of

countries” Malaysia that pose a risk to the international financial
system.

“‘intermediary Refers to the institution in a serial or cover payment

institution” chain that receives and transmits a wire transfer on

behalf of the ordering institution and the beneficiary

institution, or another intermediary institution.

“‘international Refers to entities established by formal political
organisations” agreements between their member States that have the
status of international treaties; their existence is
recognised by law in their member countries; and they
are not treated as residential institutional units of the
countries in which they are located. Examples of
international organisations include the following:

(@) United Nations and its affiliated international

organisations;
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Definition and Interpretation

(b) regional international organisations such as the
Association of Southeast Asian Nations, the
Council of Europe, institutions of the European
Union, the Organisation for Security and Co-
operation in Europe and the Organization of
American States;

(c) military international organisations such as the
North Atlantic Treaty Organization; and

(d) economic organisations such as the World Trade
Organization.

“law Refers to government agencies responsible for

enforcement enforcing the law.

agencies

(LEAs)’

“‘LDFS” Refers to a Labuan KRI undertaking digital financial
business including dealing with digital assets.

“legal Refers to a contractual arrangement between the person

arrangement” who provides the funds or other assets and specifies the

terms (the settlor) and the person with control over the
funds or other asset (the trustee) for the benefit of those
who benefit the trust (the beneficiaries). This relates to

express trusts or other similar legal arrangements.

“legal person” Refers to any entity other than a natural person that can
establish a permanent customer relationship with a firm
or otherwise own property. This includes companies,
bodies corporate, government-linked companies (GLC),
foundations, partnerships, or associations and other

similar entities.

GLC refers to an entity where the government is the

majority shareholder or single largest shareholder and

has the ability to exercise and/or influence major
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Definition and Interpretation

decisions such as appointment of board members and

senior management.

“‘mobile channel” | Refers to conducting transactions through any electronic

device using a mobile application provided by the

Labuan KRI.
“occasional Refers to transactions carried out by non-account holder
transaction” or account holder who conducts transactions that are not

normal and customary to the account profile of the

customer.

“online channel” | Refers to conducting transactions through any electronic

device other than transactions conducted via the mobile

channel.
“ordering Refers to the institution which initiates the wire transfer
institution” and transfers the funds upon receiving the request for a

wire transfer on behalf of the originator.

“originator” Refers to the account holder who allows the wire transfer
from that account, or where there is no account, the
natural or legal person that places the order with the

ordering institution to perform the wire transfer.

“‘payment Refers to any instrument, whether tangible or intangible,
instrument” that enables a person to obtain money, goods or

services, or to make payment.

“‘payable Refers to correspondent accounts that are used directly
through by a third party to transact business on their own behalf.
account”

“‘person” Includes a body of persons, corporate or unincorporate.
“person Refers to any natural person conducting the transaction

conducting the | or purporting to act on behalf of the customer, such as
transaction” the person depositing into another customer’s account
or person undertaking a transaction on behalf of another

person.
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Definition and Interpretation

“politically Refers to:
exposed (a) foreign PEPs — individuals who are or who have
persons (PEPs)” been entrusted with prominent public functions by

a foreign country. For example, Heads of State or
Government, senior politicians, senior government,
judicial or military officials, senior executives of
state-owned corporations and important political
party officials;

(b) domestic PEPs — individuals who are or have been
entrusted domestically with prominent public
functions. For example, Heads of State or
Government, senior politicians, senior government
(includes federal, state and local government),
judicial or military officials, senior executives of
state-owned corporations and important political
party officials; or

(c) persons who are or have been entrusted with a
prominent function by an international organisation
which refers to members of senior management.
For example, directors, deputy directors and

members of the Board or equivalent functions.

The definition of PEPs is not intended to cover middle

ranking or more junior individuals in the foregoing

categories.
“remittance Refers to a customer account which contains customer
account” information including personal details and remittance

transaction records of the customer that is maintained
by a Labuan KRI.
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Definition and Interpretation

‘related parties” | Refers to:

(@) person related to the funds, other financial assets
or economic resources that are wholly or jointly
owned or controlled, directly or indirectly, by a
designated person; and

(b) a person acting on behalf or at the direction of a
designated person.

Based on the above, it may extend to shareholders,

directors, authorised person, senior management and

also the beneficial owner.

“related party” For Targeted Financial Sanction on Terrorism

Financing, this refers to :

(a) aperson related to the properties or funds that are
wholly or jointly owned or controlled, directly or
indirectly, by a specified entity; and

(b) a person acting on behalf or at the direction of a
specified entity.

For Targeted Financial Sanctions on Proliferation

Financing and Under UN-Sanctions Regime, this refers

to :

(&) aperson related to the funds, other financial assets
or economic resources that are wholly or jointly
owned or controlled, directly or indirectly, by a
designated person; and

(b) a person acting on behalf or at the direction of a

designated person.

‘registered Refers to the registered persons specified under

persons” Financial Services Act 2013 and Islamic Financial
Services Act 2013.

‘respondent Refers to financial institutions outside Malaysia to which

institution” correspondent banking services in Malaysia are
provided.
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Definition and Interpretation

“satisfied” Where reference is made to a Labuan KRI being
“satisfied” as to a matter, the Labuan KRI must be able

to justify its assessment to the Labuan FSA.

“Senior Refers to the principal officer, any officer(s) or committee
Management” performing a senior management function who reports
to the Board of the Labuan KRI and is principally
accountable for:

(&) Making decisions that affect the whole, or a
substantial part of, the Labuan KRI’s business;

(b) Implementing and enforcing policies and strategies
approved by the Board including Head of
Department or any equivalent designated person; or

(c) Internal controls and processes of the Labuan KRI
which include a compliance officer, designated
compliance officer, shariah adviser, member of
Internal Shariah Advisory Board, chief internal
auditor, appointed actuary and head of risk

management.

“serial payment” | Refers to a direct sequential chain of payment where the
wire transfer and accompanying payment message
travel together from the ordering institution to the
beneficiary institution directly or through one or more

intermediary institutions (e.g. correspondent banks).

“shell bank” Refers to a bank that has no physical presence in the
country in which it is incorporated and licensed, and
which is unaffiliated with a regulated financial group that

is subject to effective consolidated supervision.

Physical presence means meaningful mind and
management located within a country. The existence

simply of a local agent or low level staff does not

constitute physical presence.
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Definition and Interpretation

“straight - Refers to payment transactions that are conducted
through electronically without the need for manual intervention.
processing”

“targeted Refers to asset freezing and prohibitions to prevent
financial funds or other assets from being made available, directly
sanctions” or indirectly, for the benefit of persons designated or

entities specified by the relevant United Nations Security
Council Sanctions Committee or the Minister of Home
Affairs.

“third parties” Refers to reporting institutions that are supervised by a
relevant competent authority and that meet the
requirements under paragraph B.8 on Reliance on Third
Parties, namely persons or businesses who are relied
upon by the Labuan KRI to conduct the customer due

diligence process.

Reliance on third parties often occurs through
introductions made by another member of the same

financial group or by another financial institution.

This definition does not include external service
arrangements or agency relationships because the
external service provider or agent is regarded as
synonymous with the Labuan KRI.

‘unique Refers to a combination of letters, numbers, or symbols,
transaction determined by the payment service provider, in
reference accordance with the protocols of the payment and
number” settlement system or messaging system used for the

wire transfer.

“UNSCR List” () For Targeted Financial Sanction on Terrorism
Financing, this refers to names and particulars of

persons as designated by the United Nations
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Definition and Interpretation

Security Council (UNSC) or its relevant Sanctions
Committee pursuant to the relevant United Nations
Security Council Resolutions (UNSCR) and are
deemed as specified entities by virtue of section
66C(2) of the AMLA.

(i) For Targeted Financial Sanctions on Proliferation
Financing, this refers to names and particulars of
persons as designated by the UNSC or its relevant
Sanction Committee and are deemed as designated
persons under the relevant Strategic Trade Act 2010
(STA) subsidiary legislation.

(iif) For Targeted Financial Sanctions under Other UN-
Sanctions Regime, this refers to names and
particulars of persons as designated by the UNSC
or its relevant Sanctions Committee and are
deemed as designated persons under the relevant
Central Bank of Malaysia Act 2009 (CBA)

Regulations.

“wire transfer”

Refers to any transaction carried out on behalf of an
originator through an institution by electronic means with
a view to making an amount of funds available to a
beneficiary person at a beneficiary institution,
irrespective of whether the originator and the beneficiary

are the same person.
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PART B AML/CFT/TFS REQUIREMENTS

B.1 Application of Risk-Based Approach

FATF Recommendation 1:

Risk-Based Approach (RBA) is to be applied to ensure that measures to prevent or
mitigate money laundering and terrorist financing are commensurate with the risks
identified. This approach should be an essential foundation to efficient allocation of
resources across the anti-money laundering and countering the financing of
terrorism (AML/CFT) regime and the implementation of risk-based measures
throughout the FATF Recommendations.

B.1.1 Risk Management Functions

6.1 A Labuan KRI shall implement appropriate risk-based approach in managing

ML/TF risks and targeted financial sanctions requirements.

6.2 In the context of a “Risk-Based Approach”, the intensity and extensiveness of
risk management function shall be proportionate to the nature, scale and
complexity of the Labuan KRI's activities and its ML/TF risk profile.

6.3 The Labuan KRI’'s AML/CFT risk management function must be aligned and

integrated with its overall risk management control function.

B.1.2 Risk Assessment

6.4 A Labuan KRI is required to take appropriate steps to identify, assess and
understand their ML/TF risks, in relation to its customers, countries or
geographical areas and products, services, transactions or delivery channels,

and other relevant risk factors.

6.5 In assessing ML/TF risks, Labuan KRI is required to have the following

processes in place:

(1) documenting its risk assessments and findings;
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(i) considering all the relevant risk factors before determining what is the
level of overall risk and the appropriate level and type of mitigation to be

applied,;
(i)  keeping the assessment up-to-date through a periodic review; and
(iv)  having appropriate mechanisms to provide risk assessment information

to Labuan FSA upon request.

6.6 A Labuan KRI is required to conduct additional assessment as and when
required by Labuan FSA.

6.7 A Labuan KRI shall be guided by the results of the National Risk Assessment
(NRA) issued by the NCC in conducting its own risk assessments and shall take

enhanced measures to manage and mitigate the risks identified in the NRA.

G 6.8 Inconducting the risk assessment in paragraph 6.4, a Labuan KRI may consider
whether:
(1) it is susceptible to the key and emerging crimes as well as higher risk

sectors identified in the NRA when assessing its institutional ML/TF risk;
and
(i) enhancements to the AML/CFT Compliance Programme are warranted to

ensure any areas of higher ML/TF risk are appropriately mitigated.

B.1.3 Risk Control and Mitigation
6.9 A Labuan KRI is required to:

® have policies, procedures and controls to manage and mitigate ML/TF
risks that have been identified;

(i) monitor the implementation of those policies, controls, procedures and
enhance them where necessary; and

(i)  take enhanced measures to manage and mitigate risks where higher risks
are identified and where specified by the competent authority or Labuan
FSA.
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6.10 A Labuan KRI shall conduct independent control testing on the policies,
procedures and controls for the purpose of monitoring the implementation of

paragraph 6.9(ii) requirements.

B.1.4 Risk Profiling

6.11 A Labuan KRI is required to conduct risk profiling on its customers and assign

ML/TF risk rating that commensurate with their risk profile.

6.12 Risk profiling must consider the following factors:

(1) customer risk (e.g. resident or non-resident, type of customers,
occasional or one-off, legal person structure, types of politically exposed

persons (PEPS), types of occupation);

(i) country or geographic risk (e.g. location of business, origin of customers);
(i)  products, services, transactions or delivery channels (e.g. cash-based,
face-to-face or non-face-to-face, cross-border); and

(iv)  any other information suggesting that the customer is of higher risk.

G 6.13 In identifying countries and geographic risk factors under paragraph 6.12(ii), a
Labuan KRI may refer to credible sources such as mutual evaluation reports,
follow-up reports and other relevant reports published by international

organisations and other inter-governmental bodies.

6.14 The risk control and mitigation measures implemented by a Labuan KRI shall

commensurate with the risk profile of type or particular of customer.

6.15 After the initial acceptance of the customer, a Labuan KRI is required to regularly

review and update the customer’s risk profile based on their level of ML/TF risks.
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B.1.5 AML/CFT Risk Reporting

6.16 A Labuan KRI shall provide timely reporting of the risk assessment, ML/TF risk
profile and the effectiveness of risk control and mitigation measures to the Board
and Senior Management. The reporting frequency shall commensurate with the

level of risks involved and the Labuan KRI’s operating circumstances.
G 6.17 The report referred to under paragraph 6.16 may include the following:

(1) results of AML/CFT monitoring activities carried out by the Labuan KRI
such as the level of its exposure to ML/TF risks, break-down of the ML/TF
risk exposures based on key activities or customer segments, trends of
suspicious transaction reports, trends of orders received from law
enforcement agencies (LEAS);

(i) details of recent significant risk events, that occur either internally or
externally, modus operandi and its impact or potential impact to the
Labuan KRI; and

(i)  recent developments in AML/CFT laws and regulations, and its
implications to the Labuan KRI.

G 6.18 A Labuan KRI may refer to the guidance in Appendix Il and the FATF guidance
papers on the application of RBA.
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B.2 AML/CFT Compliance Programme

B.2.1 Policies, Procedures and Controls

7.1 Alabuan KRIis required to implement AML/CFT programmes which correspond

to its ML/TF risks as well as the size and nature of its business.

B.2.2 Board
General

7.2  The Board must understand their roles and responsibilities in managing ML/TF
risks identified by the Labuan KRI.

7.3  The Board must be cognisant of the ML/TF risks associated with the business
strategies or activities, delivery channels and geographical coverage of the
Labuan KRI's business products and services.

7.4  The Board must understand the AML/CFT measures required by the relevant
laws, instruments issued under the AMLA, as well as industry's standards and

best practices in implementing AML/CFT measures.

Roles and Responsibilities
7.5 The Board has the following roles and responsibilities:

(1) maintain accountability and oversight for establishing AML/CFT policies
and minimum standards;

(i) approve policies regarding AML/CFT measures within the Labuan KR,
including those required for risk assessment, mitigation and profiling,
customer due diligence (CDD), record keeping, ongoing due diligence,
suspicious transaction report and combating the financing of terrorism;

(i)  approve appropriate mechanisms to ensure the AML/CFT policies are
periodically reviewed and assessed in line with changes and
developments in the Labuan KRI’s products and services, technology as

well as trends in ML/TF;
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(iv)  approve an effective internal control system for AML/CFT and maintain
adequate oversight of the overall AML/CFT measures undertaken by the
Labuan KRI;

(v) define the lines of authority and responsibility for implementing AML/CFT
measures and ensure that there is a separation of duty between those
implementing the policies and procedures and those enforcing the
controls;

(vi)  ensure effective internal audit function in assessing and evaluating the
robustness and adequacy of controls implemented to prevent ML/TF;

(vi) assess the implementation of the approved AML/CFT policies through
regular reporting and updates by the Senior Management and Audit
Committee; and

(viii) establish a Management Information System (MIS) that is reflective of the
nature of the Labuan KRI’'s operations, size of business or activities,
complexity of business operations or activities and structure, risk profiles
of products and services offered as well as geographical coverage.

B.2.3 Senior Management

7.6 The Senior Management is accountable for implementing and managing
AML/CFT compliance programmes in accordance with policies and procedures
established by the Board, as well as the requirements of the applicable

legislations, regulations and industry’s standards and best practices.

Roles and Responsibilities
7.7  The Senior Management has the following roles and responsibilities:

® be aware of and understand the ML/TF risks associated with business
strategies or operations, delivery channels and geographical coverage of
its business products or activities and services offered and to be offered.
This includes new products or activities, new delivery channels and new

geographical coverage;
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(i) formulate AML/CFT policies to ensure that they are in line with the risks
profiles, nature of business or activities, complexity, volume of the
transactions undertaken by the Labuan KRI and its geographical

coverage,;

(i)  establish appropriate mechanisms and formulate procedures to
effectively implement AML/CFT policies and internal controls approved by
the Board, including the mechanism and procedures to monitor and detect

complex and unusual transactions;

(iv)  undertake review of AML/CFT policies and propose to the Board the
necessary enhancements to them in order to reflect changes in the
Labuan KRI's risk profiles, institutional and group business structure,

delivery channels and geographical coverage;

(v) provide timely periodic reporting to the Board on the level of ML/TF risks
facing by the Labuan KRI, strength and adequacy of risk management
and internal controls implemented to manage the risks and the latest
development on AML/CFT which may have an impact on the Labuan KRI;

(vi) allocate adequate resources to effectively implement and administer
AML/CFT compliance programmes that are reflective of the size and

complexity of the Labuan KRI’s operations and risk profiles;

(vii) appoint a Compliance Officer at management level at the parent
company and designate a Compliance Officer at management level at
each branch or subsidiary. In this regard, a Labuan KRI is required to
submit the application on the appointment of Designated Compliance
Officer to Labuan FSA using the format as set out in Appendix II;

(viii)  provide appropriate levels of AML/CFT training for its employees at all

levels within the organisation;

(iX) ensure that there is a proper channel of communication in place to
effectively communicate the AML/CFT policies and procedures to all

levels of employees;

(x) ensure that AML/CFT issues raised are addressed in a timely manner;

and
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(xi) ensure the integrity of its employees by establishing appropriate

employee assessment system.

B.2.4 Compliance Management Arrangements

7.8  The Compliance Officer acts as the reference point for AML/CFT matters within
the Labuan KRI.

7.9 The Compliance Officer must have sufficient stature, authority and seniority
within the Labuan KRI to participate and be able to effectively influence decisions
relating to AML/CFT.

7.10 The Compliance Officer is required to be “fit and proper” to carry out his

AML/CFT responsibilities effectively.

7.11 For the purpose of paragraph 7.10, “fit and proper” shall include minimum criteria

relating to:

(i)  probity, personal integrity and reputation;
(i)  competency and capability; and

(i)  financial integrity.

7.12 The Compliance Officer must have the necessary knowledge and expertise to
effectively discharge his roles and responsibilities, including keeping abreast
with the latest developments in ML/TF techniques and the AML/CFT measures
undertaken by the industry.

G 7.13 The Compliance Officer is encouraged to have professional qualifications,
certified AML/CFT Compliance Officer qualification or any relevant certification

to carry out his responsibilities effectively.

G 7.14 In addition to formal qualifications, the Compliance Officer should have at least
two (2) years of relevant experience with regard to the respective Labuan KRI’s

business.

7.15 The Compliance Officer must not be placed in a position or situation of potential
conflict of interest vis-a-vis his responsibilities. In addition, the Compliance
Officer should not be susceptible to undue influence regarding the manner and
extent to which they are expected to perform their compliance duties. A Labuan

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 33/171




KRI is required to ensure that the roles and responsibilities of the Compliance

Officer are clearly defined and documented.
7.16 The Compliance Officer is responsible for ensuring the following matters:

(1) compliance with the AML/CFT requirements;

(i) proper implementation of AML/CFT policies by the Labuan KRI;

(i)  effective implementation of appropriate AML/CFT procedures, including
CDD, record-keeping, ongoing due diligence, suspicious transaction
report and combating the financing of terrorism;

(iv)  regular assessment of AML/CFT mechanism such that it is effective and
sufficient to address any change in ML/TF trends;

(v) channels of communication from the respective employees to the branch
or subsidiary Compliance Officer and subsequently to the Compliance
Officer is secured and information is kept confidential,

(vi) all employees are aware of the Labuan KRI's AML/CFT measures,
including policies, control mechanism and reporting channels;

(vi) establish and maintain relevant internal criteria (red-flags) to enable
identification and detection of suspicious transactions;

(viii) evaluate internal generated suspicious transaction reports appropriately
before being promptly reported to the Financial Intelligence and
Enforcement Department (FIED), Bank Negara Malaysia and AML Policy
Unit of Labuan FSA;

(ix)  proper identification of ML/TF risks associated with new products or
services or risks arising from the Labuan KRI’'s operational changes,
including the introduction of new technology and processes; and

(x) compliance with any other obligations that are imposed under the
Guidelines.

7.17 In the event where the compliance officer’s role was left vacant, the Labuan KRI
shall notify Labuan FSA within ten working days on the vacancy and shall identify
the replacement officer within thirty days from the date of vacancy. In the case
where that vacancy was due to the dismissal of the Compliance Officer by the
Labuan KRI, the notification to Labuan FSA shall also be accompanied by an

explanation for the compliance officer’s dismissal.
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B.2.5 Employee Screening Procedures

7.18 A Labuan KRI is required to establish an employee assessment system or
procedures that commensurate with the nature, size and complexity of its
business operations and ML/TF risk exposure.

7.19 The screening procedures under the employee assessment system or
procedures shall apply upon hiring the employee and throughout the course of

employment.
7.20 The employee assessment under paragraph 7.18 shall include:

(1) an evaluation of an employee’s personal information, including criminal
records, employment and financial history; and

(i) clear parameters or circumstances to trigger re-screening of employees
during the course of their employment.

G 7.21 In conducting financial history assessment, a Labuan KRI may require
employees to submit relevant credit reports or to complete self-declarations on

the required information.

7.22 For a Labuan KRI that employs a Trust Officer, the employee is to adhere to the
roles and responsibilities outlined under the Guidelines for Labuan Trust Officers
issued by Labuan FSA.

B.2.6 Employee Training and Awareness Programmes

7.23 A Labuan KRI shall conduct awareness and training programmes on AML/CFT
practices and measures for their employees. Such training programmes must be
conducted regularly and supplemented with refresher courses at appropriate

intervals.

7.24 The employees must be made aware that they can be held personally liable for

any failure to observe the AML/CFT requirements.
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7.25 A Labuan KRI must make available its AML/CFT policies and procedures for all
employees and its documented AML/CFT measures must contain at least the

following:

(1) the relevant documents on AML/CFT issued by Labuan FSA ; and
(i) the Labuan KRI's internal AML/CFT policies and procedures.

7.26 The training conducted for employees must be appropriate to their level of
responsibilities in detecting ML/TF activities and the risks of ML/TF identified by
a Labuan KRI.

7.27 Employees who deal directly with customers shall be trained on AML/CFT prior

to permitting the former to deal with the latter.

G 7.28 Training to all employees may need to include a general background on ML/TF,
the requirements of CDD as well as obligations to monitor and report suspicious

transactions to the Compliance Officer.

G 7.29 In addition, training may be provided to specific categories of employees

depending on the nature and scope of their functions:

(1) employees who deal directly with customers or establish business
relationships may be trained to conduct CDD and ongoing due diligence,
including circumstances where enhanced CDD is required in higher risk
situations. This includes detecting suspicious transactions and taking
necessary measures upon determining a transaction to be suspicious;
and

(i) employees who are supervisors and managers may be trained on the
overall aspects of AML/CFT procedures and the appropriate risk-based
approach to CDD. This includes consequences of non-compliance with

requirements set out under the Guidelines.
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B.2.7 Independent Audit Function

7.30 The Board shall ensure regular independent audits of the internal AML/CFT

measures to determine their effectiveness and compliance against:

(1) The AMLA and its subsidiary legislations and instruments issued under
the AMLA; and

(i) Guidelines and circulars on AML/CFT or other relevant requirements
issued by Labuan FSA.

7.31 Inthis regard, the Board would need to determine and ensure that the frequency
and scope of independent audits conducted by the Labuan KRI commensurate

with its ML/TF risks and vulnerabilities.

7.32 The Board shall ensure that the roles and responsibilities of the auditor is clearly
defined and documented. The roles and responsibilities of the auditor shall

include, at a minimum:

(1) checking and testing the compliance with the AML/CFT policies,
procedures and controls, and effectiveness thereof; and

(i) assessing whether current measures are in line with the latest

developments and changes to the relevant AML/CFT requirements.
7.33 The scope of the independent audit shall include, at a minimum:

(1) compliance with the AMLA, its subsidiary legislation and instruments
issued under the AMLA as well as guidelines and circulars on AML/CFT

or other relevant requirements issued by Labuan FSA,;

(i) compliance with the Labuan KRI's internal AML/CFT policies and

procedures;
(i)  adequacy and effectiveness of the AML/CFT compliance programme; and

(iv)  reliability, integrity and timeliness of the internal and regulatory reporting

and management of information systems.
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G 7.34 Indetermining the frequency of the independent audit under paragraph 7.31, a

Labuan KRI may be guided by the following circumstances:

(1) structural changes to the business of the Labuan KRI such as mergers
and acquisition;

(i) changes to the number or volume of transactions reported to Labuan
FSA,

(i) introduction of new products and services or new delivery channels; or

(iv)  previous non-compliance in relation to AML/CFT requirements.

7.35 Notwithstanding paragraph 7.33 and 7.34, a Labuan KRI shall comply with
additional requirements on the frequency and scope of the independent audit as

specified by Labuan FSA.

7.36 The auditor must submit a written audit report to the Board to highlight the
assessment on the effectiveness of established AML/CFT measures and
inadequacies in internal controls and procedures including recommended

corrective measures.

7.37 A Labuan KRI must ensure that such audit findings and the necessary corrective
measures undertaken are made available to Labuan FSA and relevant

supervisory authorities upon request.
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B.3 New Products and Business Practices

FATE Recommendation 15:

Financial institutions should identify and assess the money laundering or terrorist
financing risks that may arise in relation to:

() the development of new products and new business practices, including new
delivery mechanisms; and

(i)  the use of new or developing technologies for both new and pre-existing
products.

8.1. A Labuan KRI is required to identify and assess the ML/TF risks that may arise
in relation to the development of new products, services and business practices,
including new digital assets, delivery mechanisms, and the use of new or

developing technologies whether for new or existing solutions.
8.2. A Labuan KRI is required to:

(1) undertake the risk assessment prior to the launch or adoption of such new
products, services, business practices and technologies;
(i)  take appropriate measures to manage and mitigate the risks; and

(i)  document the risk assessment in writing.

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 39/171




B.4 Applicability to Labuan Financial Group, Foreign Branches & Subsidiaries

FATE Recommendation 18:

Financial groups should be required to implement group-wide programmes

against money laundering and terrorist financing, including policies and

procedures for sharing information within the group for AML/CFT purposes.

B.4.1 Labuan Financial Group

9.1 A parent company incorporated in Labuan is required to implement group-wide

programmes against ML/TF.

9.2 These programmes must be applicable and appropriate to all branches and

subsidiaries of the group. These shall include the following measures:
(1) framework for AML/CFT Compliance programme at the group level,

(i) appoint a Group Compliance Officer at management level of the Labuan
parent company;

(i)  policies and procedures for sharing information required for the purpose
of CDD and ML/TF risk management;

(iv)  the provision of customer, account and transaction information from

branches and subsidiaries when necessary for AML/CFT purposes; and
(v) safeguards on the confidentiality and use of information exchanged.

9.3 A Group Compliance Officer is responsible for developing, coordinating and
making a group-wide assessment for the implementation of a single AML/CFT
strategy, including mandatory policies and procedures, and the necessary
authorisation to issue directions to the branches and subsidiaries within the

Group.
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B.4.2 Foreigh Branches and Subsidiaries

9.4 A Labuan KRI is required to closely monitor its foreign branches or subsidiaries
operating in jurisdictions with strategic deficiency in AML/CFT laws and
regulations as highlighted by the FATF or the Government of Malaysia.

9.5 A Labuan KRI shall ensure that its foreign branches and subsidiaries apply

AML/CFT measures which is at the minimum should meet the more stringent of:

(1) AML/CFT requirements in jurisdictions where they are operating in; or

(i) requirements under the Guidelines.

9.6 If the host country does not permit the proper implementation of AML/CFT
measures that are consistent with the AML/CFT requirements in Labuan, the
Labuan KRI and its financial group are required to apply additional measures to
manage the ML/TF risks. In addition, they are also required to report to
Labuan FSA on the AML/CFT gaps including additional measures implemented

to address them.

G 9.7 The Labuan KRI and its financial group may consider ceasing operations of its
branch or subsidiary should they be unable to effect the necessary mitigating

controls as required under paragraph 9.6.
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B.5 Customer Due Diligence (CDD)

FATE Recommendation 10:

Financial institutions should be prohibited from keeping anonymous accounts or
accounts in obviously fictitious names. Financial institutions should be required to
undertake customer due diligence (CDD) measures when establishing business
relations, carrying out occasional transactions, suspicion of money laundering or
terrorist financing and has doubt about the veracity or adequacy of previously
obtained customer identification data.

Paragraph 10.1 A Labuan KRl is required to conduct CDD on customers and persons conducting

10.1 (ii) and the transaction, when:
(iii) are only

licable t : _ : .
ﬁggl:(;?] Bear?ks (1) establishing business relations;
and LDFS

(i) providing wire transfer services;
(i) providing electronic-money (e-money);
(iv) it has any suspicion of ML/TF, regardless of amount; or

(v) it has any doubt about the veracity or adequacy of previously obtained

information.

10.2 A Labuan KRI shall refer to paragraph B.5.3 on specific CDD measures in
relation to paragraphs 10.1 (ii) and (iii).

10.3 When conducting CDD, a Labuan KRI is required to:

® identify the customer and verify the identity using reliable, independent
source documents, data or information;

(i) identify and verify the identity of the authorised person whom acting on
behalf of the customer;

(i)  identify the beneficial owner and take reasonable measures to verify the
identity of the beneficial owner, using the relevant information or data
obtained from a reliable source, such that the Labuan KRI is satisfied that

it knows who the beneficial owner is; and
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(iv)  understand, and where relevant, obtain information on the purpose and

intended nature of the business relationship.

10.4 Where information or record obtained during CDD process are in foreign
language, the Labuan KRI is required to have and maintain a translation of the
same in National or English language. The translation shall be made available

to Labuan FSA upon request.

10.5 In conducting CDD, a Labuan KRI is required to comply with requirements on
targeted financial sanctions, specified under paragraph B.17, in relation to:
0] terrorism financing;
(i) proliferation financing of weapons of mass destruction; and

(i)  other UN-sanctions.

Verification

10.6 A Labuan KRI must verify and be satisfied with the identity of the customer or
beneficial owner through reliable and independent documentation, electronic
data or any other measures that Labuan KRl deem necessary.

10.7 A Labuan KRI shall determine the extent of verification method that

commensurate with the identified ML/TF risks.

10.8 A Labuan KRI must be satisfied with the veracity of the information referred to in

paragraph 10.6 when verifying the identity of customer or beneficial owner.

10.9 A Labuan KRI shall verify the identity of the customer or beneficial owner before,
or during, the course of establishing a business relationship or conducting a

transaction for an occasional customer.

Paragraph  Verification on Insurance Policy/Takaful Certificate

10.10-10.12

are I‘?”')[IJI 10.10 A Labuan KRI is not required to conduct verification on insurance policy/takaful
applicable to . . . : - .
Labuan certificate owners sold via any banking institutions if they are satisfied that prior
(re)insurers verification has been conducted by the said banking institution. Such reliance is
and Labuan

(re)takaful permitted provided it is made in accordance to paragraph B.8 of the Guidelines.
operators
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G 10.11 A Labuan KRI may choose not to conduct further verification on previously

conducted CDD in the following circumstances:

(1) for renewal and reinstatement of policies or certificates with no significant
changes to the terms and conditions of the insurance policy/takaful
certificate  (including benefits under the insurance policy/takaful
certificate); or

(i) for applications of pure insurance/takaful covers which do not provide for
payment of surrender values, including hospital and surgical insurance,
critical illness insurance and pure term life insurance/family takaful

covers.

G 10.12 A Labuan KRI may use the following measures to verify the identity of non-face-

to-face customer such as:

(1) requesting additional documents to complement the requirements within
section B.5.1;

(i) developing independent contact with customer; or

(i) verifying customer information against any database maintained by any

relevant authority.

B.5.1 Standard CDD
Individual Customer and Beneficial Owner

10.13 In conducting CDD, the Labuan KRI is required to identify an individual customer

and beneficial owner, by obtaining at least the following information:
(1) full name;

(i) National Registration Identity Card (NRIC) number or passport number or
reference number of any other official documents of the customer or

beneficial owner;
(i)  residential and mailing address;
(iv)  date of birth;

(V) nationality;
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(vi)  occupation type;

(vi)  name of employer or nature of self-employment or nature of business;
(viii)  contact number and/or any contact details including email address; and
(iX)  purpose of transaction.

10.14 A Labuan KRI shall identify and verify the identity of the customer and the
beneficial owner. For this purpose, the Labuan KRI may refer to the guidance

provided in Appendix IV.

Beneficiaries

10.15 In addition to the CDD measures required under paragraph 10.3, a Labuan KRI

Paragraph is also required to conduct the following CDD measures on the beneficiary, as
10.15-10.17 . .. . .

are only soon as the beneficiary is identified or designated:

applicable to _ . . e e

Labuan (i) for a beneficiary that is identified as a specifically named natural person,
(re)insurers, the following needs to be ascertained:

Labuan

(re)takaful ,

operators, (@  full name;

insurance and

takaful (b)  NRIC number or passport number or reference number of any
intermediaries other official documents of the beneficiary;

(c) date of birth;
(d)  address (type of address i.e. mailing/office); and
(e)  contact number and/or any contact details including email address

(i) for a beneficiary that is identified as a specifically named legal person or

legal arrangement, the following needs to be ascertained:

(@) name, legal form and proof of existence;

(b)  date of incorporation;

(© address (type of address i.e. registered office); and

(d) contact number and/or any contact details including email address.

(i)  for a beneficiary that is designated by characteristics, class or other

means; the Labuan KRI shall obtain sufficient information (e.g. under a
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will of testament) concerning the beneficiary so as to satisfy itself that it
will be able to establish the identity of the beneficiary at the time of the

payout.

10.16 For the purposes of paragraphs 10.15 (i), (i) and (iii), the verification of the

identity of the beneficiary must take place latest at the time of the payout.

G 10.17 A Labuan KRI may rely on a third party to verify the identity of the beneficiaries.

Group Customers

Paragraph 10.18 A Labuan KRI is required to identify and verify the customer (i.e. master

10.18-10.20 . - :
are only policy/certificate owner) at the point of sale.

applicable to ) ] i i ) .
Labuan 10.19 A Labuan KRl is required to establish the necessary mechanisms to identify the

(re)insurers, beneficiaries (i.e. insured members) of group policies/group takaful certificates

Labuan

(re)takaful at the point of sale, either from the master policy/certificate owner or directly from
operators, , . . o
in‘;urance the insured members, to ensure compliance with CDD obligations and
and takaful

. "y requirements on targeted financial sanctions under paragraph B.17.
intermediaries

10.20 A Labuan KRI is required to verify the identity of beneficiaries of group

policies/group takaful certificates latest at the time of payout.

Legal Persons

10.21 For a customer that is a legal person, the Labuan KRI is required to understand

the nature of the customer’s business, ownership and control structure.

10.22 A Labuan KRI is required to identify the customer and verify its identity through

the following information:

(1) the name, legal form and proof of existence, such as
Memorandum/Article/Certificate of Incorporation/Constitution/Partnership
Agreement (certified true copies /duly notarised copies, may be accepted)
or any other reliable references to verify the identity of the customer;

(i) the powers that regulate and bind the customer such as directors’
resolution, as well as the names of relevant persons having a Senior

Management position; and
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(i)

the address of registered office and, if different, a principal place of

business.

10.23 A Labuan KRl is required to identify and verify the person authorised to represent

the company including business or activities either by means of a letter of

authority or directors’ resolution when dealing with such person.

10.24 A Labuan KRI is required to identify and take reasonable measures to verify the

identity of beneficial owners according to the following sequence:

()

(ii)

(i)

the identity of the natural person(s) (if any) who ultimately has a controlling
ownership interest in a legal person. At a minimum, this includes
identifying the directors or shareholders with equity interest of more than

twenty-five percent?;

where there is doubt as to whether the person(s) with the controlling
ownership interest is the beneficial owner(s) referred to in paragraph
10.24 (i) or where no natural person(s) exert control through ownership
interests, the identity of the natural person (if any) exercising control of
the legal person through other means; and

where no natural person is identified under paragraphs 10.24 (i) and (ii),
the identity of the relevant natural person who holds the position of Senior

Management.

10.25 Where there is doubt in identifying a person(s) under paragraphs 10.22, 10.23
and 10.24, the Labuan KRI shall:

()

conduct a basic search or enquiry on the background to ensure that the

person:
(@) is not in the process of being dissolved or liquidated;
(b) has not been dissolved or liquidated; or

(© is not a bankrupt; and

2 In relation to partnership, this shall refers to partner with capital contribution of more than twenty-five percent.
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(i) verify the authenticity of the information provided by the said person with
the Registrar of Companies of Labuan FSA or any other relevant

authorities.

10.26 A Labuan KRl is exempted from obtaining a copy of constituent documents® and
from verifying the identity of directors and shareholders of the legal person which

fall under the following categories:

(1) public listed companies or corporations listed in Labuan International
Financial Exchange and Bursa Malaysia,

(i) foreign public listed companies:
(@) listed in recognised exchanges; and
(b) not listed in higher risk countries;

(iii) financial institutions that are not from higher risk countries;

(iv)  any person that has been licensed or approved by Labuan FSA under
LFSSA and LIFFSA,;

(v) licensed entities under the Financial Services Act 2013 (FSA) and Islamic
Financial Services Act 2013 (IFSA);

(vi)  persons licensed or registered under the Capital Markets and Services
Act 2007,

(vii)  prescribed institutions under the Development Financial Institutions Act
2002 (DFIA); or

(viii) licensed entities under the Money Services Business Act 2011 (MSBA).

10.27 Notwithstanding the above, a Labuan KRI is required to identify and maintain the
information relating to the identity of the directors and shareholders of legal
persons referred to in paragraph 10.26 either; through a public register, other

reliable sources or based on information provided by the customer.

G 10.28 A Labuan KRI may refer to the Directives in relation to Recognised Stock
Exchanges (R/R 6 of 2012) issued by Bursa Malaysia in determining foreign

exchanges that are recognised.

8 Memorandum and Articles of Association or Certificate of Incorporation.
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Legal Arrangements

10.29 For customers which are legal arrangements, a Labuan KRI is required to
understand the nature of the customer’s business, ownership and control

structure.

10.30 A Labuan KRI is required to identify the customer and verify its identity through

the following information:

(1) name, legal form and proof of existence, or any reliable references to
verify the identity of the customer;

(i) the powers that regulate and bind the customer, as well as the names of
relevant persons having a Senior Management position;

(i)  the address of the registered office; and

(iv) the address of the principal place of business, if differ from

paragraph10.30(iii).

10.31 A Labuan KRI is required to identify and take reasonable measures to verify the

identity of beneficial owners through the following information:

(1) for trusts, the identity of the settlor, the trustee(s), the protector (if any),
the beneficiary or class of beneficiaries, and any other natural person
exercising ultimate effective control over the trust (including through the

chain of control/ownership); or

(i) for other types of legal arrangements, the identity of persons in

Paragraph equivalent or similar positions.
10.32 is only

i\pg'icab'e to 10.32 For the purpose of identifying beneficiaries of trusts that are designated by
abuan

(re)insurers, characteristics or by class under paragraph 10.31, a Labuan KRI is required to
I(_rzt))ti?(gful obtain sufficient information concerning the beneficiary. This is to enable a
operators, Labuan KRI to be satisfied that they would be able to establish the identity of the
gf(;’ ;ZEZ?M beneficiary at the time of the payout or when the beneficiary intends to exercise

intermediaries its vested rights.

G 10.33 A Labuan KRI may rely on a third party to verify the identity of the beneficiaries

when it is not practical to identify every beneficiary.

10.34 Where reliance is placed on third parties under paragraph 10.33, a Labuan KRI
is required to comply with paragraph B.8.
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Clubs, Societies and Charities

10.35 For customers that are clubs, societies or charities, a Labuan KRI shall conduct
CDD and require them to furnish the relevant identification documents including
Certificate of Registration and other constituent documents. In addition, a
Labuan KRI is required to identify and verify the office-bearer or any person

authorised to represent the club, society or charity, as the case may be.

10.36 A Labuan KRl is also required to take reasonable measures to identify and verify
the beneficial owners of the clubs, societies or charities.

10.37 Where there are doubts on the identity of persons referred to under paragraphs
10.35 and 10.36, a Labuan KRI shall verify the authenticity of the information

provided by such person with the relevant authority*.

Reinsurance/Retakaful Arrangement

10.38 Under a reinsurance/retakaful arrangement, a Labuan KRI is required to carry

i’gfggfaph I out verification only on the ceding company, and not on the ceding company’s
.38 are only _ T _

applicable to customers. The following verification procedure applies:

Labuan

(re)insurers (1) verification is not required for a ceding (re)insurer licensed under LFSSA
zg?t;s:fﬂ?n or ceding (re)takaful operator under LIFSSA, a ceding (re)insurer licensed
operators under FSA or (re)takaful operator licensed under IFSA; and

(i) reinsurers/retakaful operators are required to take necessary steps to
verify that the ceding company is authorised to carry on insurance/takaful
business in its home jurisdiction which enforces AML/CFT standards

equivalent to those of the AMLA.

4 In relation to Malaysia, relevant authorities include the Companies Commission of Malaysia, Registrar of Societies and Legal
Affairs Division under the Prime Minister's Department.
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Paragraph Counter-party

10.39-10.40

are : , L

applicable to 10.39 Where the Labuan KRI establishes a relationship with a counter-party, the
Labuan Labuan KRI must be satisfied that the counter-party is properly regulated.
Banks and

Labuan Trust 1040 A Labuan KRI is required to ensure that the counterparty’s CDD process is
Companies

adequate and the mechanism to identify and verify its customers is reliable.

Beneficiary Account

10.41 In the case of beneficiary accounts, a Labuan KRI is required to perform CDD

Paragraph

10.41-10.45 on the beneficiary and the authorised person acting on behalf of the beneficiary,
are onl

applica)éle on individual basis.

to Labuan _ o o _

Banks 10.42 In the event that identification on individual basis cannot be performed, for

example where the interests of a group of beneficiaries are pooled together
without specific allocation to known individuals, the Labuan KRI is required to
satisfy itself that the funds in the account are not maintained in the interest of

other parties which have no relationship with the account.

G 10.43 A Labuan KRI may rely on a third party when they are unable to conduct CDD
on the clients of professionals, such as legal firms or accountants acting on

behalf of their clients.

10.44 Where reliance is placed on a third party under paragraph 10.43, a Labuan KRI
is required to comply with paragraph B.8.

10.45 A Labuan KRI is to comply with the requirements under paragraph B.5.8 in the
event where the person acting on behalf of the beneficiary is unable or refuses
to provide the information on the identity of the beneficiaries or provide a written

undertaking, where applicable.
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B.5.2 Simplified CDD

G 10.46 A Labuan KRI may conduct simplified CDD where ML/TF risks are assessed to

be low except where there are instances of higher risks or suspicion of ML/TF.

10.47 In relation to paragraph 10.46, a Labuan KRI is required to have the following

processes in place:

(1) conduct adequate analysis of ML/TF risk;

(i) establish appropriate mechanisms and internal controls for effective
ongoing monitoring of customers and transactions to ensure prompt
detection of unusual or suspicious transactions;

(i)  obtain Board’'s approval for the implementation of simplified CDD and
document all assessments as well as approvals; and

(iv)  establish appropriate mechanisms to ensure periodic review of the ML/TF

risks.

10.48 A Labuan KRI is required to obtain the following information from its customer

and its beneficial owner:

(1) full name;

(i) NRIC number or passport number or reference number of any other
official documents of the customer or beneficial owner;

(i) residential and/or mailing address;

(iv)  date of birth;

(v) nationality; and

(vi)  contact number and/or any other contact details including email address.

10.49 A Labuan KRI shall verify the identity of the customer and its beneficial owner. A

Labuan KRI may refer to the guidance provided in Appendix IV.
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Delayed Verification

G 10.50 In certain circumstances where the ML/TF risks are assessed as low and
verification is not possible at the point of establishing the business relationship,
the Labuan KRI may complete verification after the establishment of the
business relationship. This is to allow some flexibilities for its customer and its

beneficial owner to furnish the relevant documents at a later stage.
10.51 Where delayed verification applies, the following conditions must be satisfied:
(1) this occurs as soon as reasonably practicable;

(i) the delay is essential so as not to interrupt the Labuan KRI’'s normal

conduct of business;
(i)  the ML/TF risks are effectively managed; and
(iv)  there is no suspicion of ML/TF.

10.52 The term “reasonably practicable” under paragraph 10.51(i) shall not exceed ten

working days or any other period as may be specified by Labuan FSA.

10.53 A Labuan KRI is required to adopt risk management procedures to mitigate or
address the risk of delayed verification if its allow the customer to utilise the

business relationship prior to undertake verification.

G 10.54 The measures that a Labuan KRI may take to manage such risks of delayed
verification may include limiting the number, types and/or amount of transactions

that can be performed.

G 10.55 A Labuan KRI may apply delayed verification, where:

Paragraph () simplified CDD measures apply; or

;?é5§’r;%/0'57 (i) insurance policy/takaful certificate sold with insurance premiums/takaful
applicable to contribution of foreign currency equivalent to below RM5,000 per annum
Labuan . : . .
(re)iL;surers, or foreign currency equivalent to below RM10,000 for any single premium
Labuan insurance policy or single contribution takaful certificate.

(re)takaful

operators,

insurance  10.56 The delayed verification of the customers, its beneficial owners and beneficiaries
and takaful

intermediaries must take place latest at the time of payout.
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10.57 A Labuan KRI must have in place measures to prevent transactions from being
intentionally split to avoid the thresholds as specified in paragraph 10.55 (ii).
Therefore, the aggregated premium/takaful contribution size of multiple policies

per customer must be taken into consideration.

B.5.3 Specific CDD
CDD on Wire Transfer
Paragraph

56?3}3 IS 10.58 A Labuan KRI must conduct CDD and obtain the following information, for

applicable transactions involving an amount of foreign currency equivalent to below
to Labuan
Banks RM3,000:

(1) full name;

(i) NRIC number or passport number or reference number of any other

official documents of the customer or its beneficial owner;
(i) residential and/or mailing address;
(iv)  contact number and/or any contact details including email address;
(v) date of birth;
(vi)  nationality; and
(vii)  purpose of transaction.

10.59 Labuan KRI shall conduct standard CDD measures for transactions involving an
amount of foreign currency equivalent to RM3,000 and above.

B.5.4 Enhanced CDD

10.60 Labuan KRI is required to perform enhanced CDD where the ML/TF risks are
assessed as higher risk. An enhanced CDD, shall include at least, the following:

® obtaining CDD information under paragraph B.5.1;

(i) obtaining additional information on the customer and its beneficial owner
(e.g. volume of assets and other information from public databases);

(i)  enquiring on the source of wealth or source of funds. In the case of PEPs,
both sources must be obtained; and
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(iv)  obtaining approval from Senior Management of the Labuan KRI before
establishing (or continuing, for existing customer) such business
relationship with the customer. In the case of PEPs, Senior Management

refers to Senior Management at the parent company.

G 10.61 In addition to paragraph 10.60, a Labuan KRI may also consider the following

enhanced CDD measures in line with the ML/TF risks identified:

(1) obtaining additional information on the intended level and nature of the

business relationship;

(i) where relevant, obtain additional information on the beneficial owner of
the beneficiaries (e.g. occupation, volume of assets, information available

through public databases);
(i) inquiring on the reasons for intended or performed transactions; and

(iv)  requiring the first payment to be carried out through an account in the

customer’s name with a bank subject to similar CDD measures.
Paragraph
10.62-10.63 10.62 A Labuan KRI is required to include the beneficiary of a life insurance
are only

applicable to policy/family takaful certificate as a relevant risk factor in determining whether
Labuan enhanced CDD measures are applicable.

(re)insurers,

l(_r?el))tl;?(gful 10.63 A Labuan KRI is required to take enhanced measures which include identifying
operators, and verifying the identity of the beneficial owner of the said beneficiary, if the
insurance and . _ ) _
takaful beneficiary is a legal person or a legal arrangement that presents a higher risk,

intermediaries latest at the time of payout.

In relation to PEPs

10.64 Where the beneficiaries or the beneficial owner of the beneficiaries are PEPs

and assessed as higher risk at the latest time of payout, a Labuan KRI is

required to:
® inform the Senior Management before the payout of the policy/certificate
proceeds;

(i) conduct enhanced scrutiny on the whole business relationship with the
policyholder; and

(i)  consider lodging a suspicious transaction report.
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B.5.5 Ongoing Due Diligence

10.65 A Labuan KRI is required to conduct ongoing due diligence on the business

relationship with its customers. Such measures shall include:

(1) scrutinising transactions undertaken throughout the course of that
relationship to ensure that the transactions being conducted are
consistent with the Labuan KR’s knowledge of the customer, their
business and risk profile, including where necessary, the source of funds;
and

(i) ensuring that documents, data or information collected under the CDD
process is kept up-to-date and relevant, by undertaking reviews of

existing records particularly for higher risk customers.

G 10.66 In conducting ongoing due diligence, Labuan KRI may take into consideration
the economic background and purpose of any transaction or business

relationship which:
(1) appears unusual;

(i) is inconsistent with the expected type of activity and business model when

compared to the volume of transaction;
(i)  does not have any apparent economic purpose; or

(iv)  casts doubt on the legality of such transactions, especially with regard to

complex and large transactions or involving higher risk customers.

10.67 The frequency in implementing paragraph 10.65(i) under ongoing due diligence
and enhanced ongoing due diligence shall commensurate with the level of
ML/TF risks posed by the customer based on the risk profiles and nature of

transactions.
10.68 In conducting enhanced ongoing due diligence, a Labuan KRI is required to:

® increase the number and timing of controls applied; and

(i) identify patterns of transactions that need further examination.
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B.5.6 Existing Customer — Materiality and Risk

10.69 Existing customer in this paragraph refers to those that are customers prior to
the CDD obligations under section 16 of the AMLA becoming applicable to the
Labuan KRI.

10.70 A Labuan KRI is required to apply CDD requirements to existing customers on

the basis of materiality and risk.

10.71 A Labuan KRI is required to conduct CDD on such existing relationships at
appropriate times, taking into account whether and when CDD measures have

previously been undertaken and the adequacy of data obtained.

G 10.72 In assessing materiality and risk of existing customers under paragraph 10.70, a

Labuan KRI may consider the following circumstances.

(1) the nature and circumstances surrounding the transaction including the
significance of the transaction;

(i) any material change in the way the account or business relationship is
operated; or

(i) insufficient information held on the customer or change in customer’'s

information.

B.5.7 Non-Face-to-Face Business Relationship

10.73 A Labuan KRI must be vigilant in establishing and conducting business
relationships via electronic means, which includes mobile channel and online

channel.

10.74 The Board shall set and ensure effective implementation of appropriate policies
and procedures to address any specific ML/TF risks associated with the

implementation of Non-Face-to-Face (nhon-FTF) business relationships.

10.75 A Labuan KRI must ensure and be able to demonstrate on a continuing basis
that appropriate measures for identification and verification of the non-FTF
customer’s identity are as effective as that of face-to-face customers. This
includes effecting monitoring and reporting mechanisms to identify potential
ML/TF activities.
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10.76 In relation to paragraph 10.75, a Labuan KRI shall take measures to identify and

verify the customer’s identity through any of the following:
(1) establishing independent contact with the customer;

(i) verifying the customer’s information against reliable and independent
sources to confirm the customer’s identity as well as to identify any known
or suspected ML/TF risks associated with the customer; or

(i)  requesting, sighting and maintaining records of additional documents

required to perform face-to-face customer verifications.

10.77 A Labuan KRI must ensure that the developed systems and technologies used
for the purpose of establishing business relationships using non-FTF channels
have capabilities to support an effective AML/CFT compliance programme,

including verification of identification documents.

10.78 Where there is doubt, a Labuan KRI is required to request the customer and its
beneficial owner, as the case may be, to produce other supporting official
identification documents bearing their photographs, issued by an official
authority or an international organisation, to enable their identity to be

ascertained and verified.

B.5.8 Failure to Satisfactorily Complete CDD
10.79 Where a Labuan KRI is unable to comply with CDD requirements:

(1) the Labuan KRI shall not open the account, commence business relations
or perform any transaction in relation to a potential customer, or shall

terminate business relations in the case of an existing customer; and

(i) the Labuan KRI must consider lodging a suspicious transaction report
under paragraph B.12.
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B.5.9 CDD and Tipping-Off

10.80 In cases where a Labuan KRI forms a suspicion of ML/TF and reasonably
believes that performing the CDD process would tip-off the customer, the Labuan
KRI is permitted not to pursue the CDD process. In this regard, the Labuan KRI
must document the basis for not completing the CDD and immediately file a
suspicious transaction report under paragraph B.12.

10.81 Notwithstanding the requirement of paragraph 10.80, the Labuan KRI may
consider proceeding with the transaction itself for purposes of furthering any

inquiry or investigation of the ML/TF suspicion.

10.82 The Labuan KRI shall observe the prohibition of tipping-off as stipulated under
section 14A of AMLA. Disclosure of any report or related information referred to
in section 14 is only allowed when any of the exemptions under subsection 14A
(3) of AMLA apply.
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B.6 Electronic Know-Your-Customer (e-KYC)

11.1 A Labuan KRI shall obtain the Board’s approval on the overall risk appetite and
internal framework governing the implementation to e-KYC. The framework shall
address:

@) high risk or material risk scenarios that require the subsequent Board’s

approval;

(b) variations or expectations to existing e-KYC related products or methods
that require subsequent Board’s approval; and

(c) other instances that require Board’s approval.

11.2 The Board shall set and ensure the effective implementation of appropriate
policies and procedures to address any risks associated with the implementation
of e-KYC. These include operational, customer information, human capital,
information technology (IT) and money laundering and terrorism financing
(ML/TF) risks.

B.6.1 Identification and verification through e-KYC

11.3 A Labuan KRI shall ensure and be able to demonstrate on a continuing basis
that appropriate measures for the identification and verification of a customer’s

identity through e-KYC are secure and effective.

11.4 A Labuan KRI shall adopt an appropriate combination of authentication factors
when establishing measures to verify the identity of a customer through e-KYC.
The strength and combination of the authentication factors shall commensurate
to the risks associated with inaccurate identification for a particular product or

services.

11.5 Inrespectof paragraph 11.4, a Labuan KRI should have regard to the three basic

authentication factors:

(i) personal information that the customer possesses (e.g. identity card,
registered mobile number);
(i)  personal information that the customer knows (e.g PIN, personal

information); and
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(i) item that is uniquely identifiable only to the customer (e.g biometric

characteristics).

An e-KYC solution that depends on more than one factor is typically more
secured and difficult to compromise than a single factor system.

G 11.6 Inidentifying and verifying a customer’s identity through e-KYC, a Labuan KRI

may undertake measures including but not limited to the following :

(1) verifying the customer against a government issued ID by utilising
biometric technology;

(i) ensuring that the government issued ID used to support e-KYC customer
verification is authentic by utilising appropriate fraud detection

mechanisms; and

(i)  ensuring the customer is a live subject and not an impersonator
(e.g through use of photos, videos, facial masks) by utilising liveness

detection.

B.6.2 Use of artificial intelligence, machine learning or other forms of predictive

algorithms

G 11.7 An e-KYC solution may utilise artificial intelligence, machine learning or other
forms of predictive algorithms to ensure accurate identification and verification.
This may result in automation of the decision making process for customer

identification and verification, thus reducing the need for human intervention.

11.8 Where the decision to verify a customer’s identity through e-KYC is automated
with the use of artificial intelligence, machine learning to other forms of predictive
algorithms, whether in whole or in part, a Labuan KRI shall ensure that the e-
KYC solution is capable of accurately distinguishing between genuine and non-

genuine cases of customer identification and verification.

11.9 Forthe purposes of paragraph 11.8, in ensuring accuracy of the e-KYC
solution, a Labuan KRI shall take steps to minimise the overall False

Acceptance Rates (FAR) which is defined as follows:

( No. of False Positives 00)
No. of False Positives + No. of True Negatives
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11.10 In measuring and assessing the FAR, a Labuan KRI shall observe the

considerations and requirements listed in Appendix V°.

B.6.3 Reliance on human representatives

G 11.11 Notwithstanding paragraph 11.7 to 11.10, a Labuan KRI may also perform e-
KYC where identification and verification is conducted solely by a human
representative. This includes cases where the decision to verify a customer is
conducted by the Labuan KRI's representative or intermediary with the

assistance of electronic means such as video calls using mobile devices.

G 11.12 In contrast with e-KYC solutions under paragraph 11.7 to 11.10 that utilise both
machine and human capabilities, e—KYC performed solely by a human
representative through electronic means may involve a lower level of identity
assurance due to human limitations and thus may not be suitable for all

circumstances.

11.13 Where the decision to verify a customer’s identity through e-KYC is conducted
solely by a human representative, a Labuan KRI shall give due regard to
situations with potentially higher risk of misidentification and consequently

establish necessary safeguards to address the risks.

B.6.4 Addressing ongoing vulnerabilities

11.14 A Labuan KRI shall continuously identity and address potential vulnerabilities in
the e-KYC solution.

11.15 In respect of paragraph 11.14, actions to address potential vulnerabilities shall
include conducting reviews on the e-KYC solution and, where applicable,
submitting periodical feedback to technology providers with the aim of improving
effectiveness of the underlying technology used for customer identification and

verification.

5 For avoidance of doubt, requirements for FAR within the Guidelines do not apply to e-KYC solutions
where the decisions to verify a customer’s identity is (i) automated without the use of artificial
intelligence, machine learning or other similar forms of predictive algorithms; or (ii) conducted solely by
a human representative, as described in paragraph 11.11.
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B.6.5 Additional safeguards to facilitate deployment

11.16 The availability of data is an important factor in the effectiveness of e-KYC

solutions for identification and verification.

11.17 Where there are limited data points to determine accuracy of the e-KYC solution
in the initial deployment stage, a Labuan KRI shall establish additional
safeguards, particularly for products that pose higher risks arising from

inaccurate identification.

B.6.6 Reporting Requirements

11.18 In monitoring the effectiveness and accuracy of e-KYC solutions utilising artificial
intelligence, machine learning or other forms of predictive algorithms, a Labuan
KRI shall maintain a record of the performance of the e-KYC solution segregated

on a monthly basis in accordance with the reporting template in Appendix VI.

11.19 A Labuan KRI must ensure that the e-KYC system remains relevant and review
periodically based on risks associated to the products and services from time to

time.

11.20 In addition to record keeping requirement under paragraph B.14, a Labuan KRI
to maintain a monthly performance record as to assess the accuracy and
effectiveness of the e-KYC validation system, using the specified reporting
template as attached in Appendix VI. A Labuan KRI shall submit the annual
report to Labuan FSA by 15 January of the following year as prescribed under

paragraph 23.1.
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B.7  Politically Exposed Persons (PEPS)

FATE Recommendation 12:

Financial institutions should be required, in relation to foreign politically exposed
persons (PEPs) (whether as customer or beneficial owner), in addition to

performing normal customer due diligence measures, to:

(1) have appropriate risk-management systems to determine whether the
customer or the beneficial owner is a PEP;

(i) obtain senior management approval for establishing (or continuing, for
existing customers) such business relationships;

(i)  take reasonable measures to establish the source of wealth and source of
funds; and

(iv)  conduct enhanced ongoing monitoring of the business relationship.

Financial institutions should be required to take reasonable measures to determine
whether a customer or beneficial owner is a domestic PEP or a person who is or

has been entrusted with a prominent function by an international organisation.

B.7.1 General

12.1 The requirements specified in this paragraph are applicable to all types of PEPs

and family members or close associates of those PEPs.

12.2 In identifying individuals who fall within the definition of a close associate of a
PEP, a Labuan KRI must take reasonable measures to determine the extent to
which these individuals are directly engaged or involved in the activity of the
PEP.
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B.7.2 Foreign PEPs

12.3 A Labuan KRI is required to put in place a risk management system to determine

whether a customer or a beneficial owner is a foreign PEP.

12.4 Insurance and takaful operators are required to take reasonable measures to
determine whether the beneficiary and/or, where required, the beneficial owner

of the beneficiary, is a foreign PEP.

12.5 Upon determination that a customer or a beneficial owner under paragraph 12.3
and beneficiary or beneficial owner of a beneficiary under paragraph 12.4 is a
foreign PEP, the requirements of enhanced CDD as specified in paragraphs
B.5.4 and enhanced ongoing due diligence as specified in paragraphs 10.68

must be conducted.

B.7.3 Domestic PEPs or person entrusted with a prominent function by an

international organisation

12.6 A Labuan KRI is required to take reasonable measures to determine whether a
customer or beneficial owner is a domestic PEP or a person entrusted with a

prominent function by an international organisation.

12.7 A Labuan KRI is required to assess the level of ML/TF risks related to business
relationship with the customer or beneficial owner whom is a domestic PEP or a
person entrusted with a prominent function by an international organisation. For
insurance and takaful operators, this includes beneficiaries and beneficial owner

of a beneficiary.

12.8 The assessment of the ML/TF risks as specified in paragraph 12.7, shall take
into account the profile of the customer or beneficial owner under

paragraph 6.11.

12.9 The requirements on enhanced CDD as specified in paragraphs B.5.4 and
enhanced ongoing due diligence as specified in paragraphs 10.68 must be
conducted in respect of domestic PEPs or persons entrusted with a prominent

function by an international organisation who are assessed as higher risk.
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G 12.10 AlLabuan KRI may apply CDD measures similar to other customers for domestic
PEPs or persons entrusted with a prominent function by an international
organisation if the Labuan KRI is satisfied that such persons are not assessed
as higher risk.

B.7.4 Cessation of PEP status

12.11 A Labuan KRI shall consider the following factors in determining whether a
person is no longer holds a prominent public function can cease from being

regarded as a PEP:

(1) Whether the PEP could still exert informal influence, despite vacating from

such position; and

(i) Whether the PEP’s current position either official capacity or otherwise is
no longer linked to the same substantive matter as that of the previous

function.
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B.8 Reliance on Third Parties

FATE Recommendation 17:

Financial institutions may be permitted to rely on third parties to perform CDD
measures. Where such reliance is permitted, the ultimate responsibility for CDD

measures remains with the financial institution relying on the third party.

B.8.1 Customer Due Diligence
G 13.1 A Labuan KRI may rely on third parties to conduct CDD or to introduce business.

13.2 The ultimate responsibility and accountability for CDD measures shall remain
with the Labuan KRI.

13.3 A Labuan KRI shall have internal policies and procedures in place to mitigate the
risks when relying on third parties, including those from jurisdictions that have
been identified as having strategic AML/CFT deficiencies that pose ML/TF risk

to the international financial system.

13.4 A Labuan KRI is prohibited from relying on third parties located in higher risk
countries that have been identified in accordance with paragraph B.9.

13.5 The relationship between a Labuan KRI and the third parties accountability to
conduct CDD shall be governed by an arrangement that clearly specifies the
rights, responsibilities and expectations of all parties. In placing reliance on the
third party, the Labuan KRI , at a minimum:

(1) must be able to obtain immediately the necessary information concerning

CDD as required under paragraph B.5; and
(i) must be reasonably satisfied that the third party:
(@) has an adequate CDD process;
(b) has measures in place for record keeping requirements;

(© can provide the CDD information and provide copies of the relevant

documentation immediately upon request; and

(d) regulated and subjected to supervisory oversight relating to

AML/CFT matters by relevant competent authorities.
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13.6 A Labuan KRI shall obtain an attestation from the third party to satisfy itself that

the requirements in paragraph 13.5 have been met.

G 13.7 A Labuan KRI may obtain written confirmation from the third party that it has
conducted CDD on the customer or beneficial owner, as the case may be, in

accordance with paragraph B.5.

G 13.8 The requirements under paragraphs 13.1, 13.3 and 13.5 may be fulfilled if the
Labuan KRI relies on a third party that is part of the same financial group, subject
to the following conditions:

(1) the group applies CDD, record keeping and AML/CFT programmes in line
with requirements under the Guidelines;

(i) the implementation of CDD, record keeping and AML/CFT programmes
is supervised at a group level by the relevant authority; and

(i) any higher country risk is adequately mitigated by the financial group’s
AML/CFT policies.

B.8.2 Ongoing Due Diligence

13.9 A Labuan KRI shall not rely on third parties to conduct ongoing due diligence of

its customers.
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B.9 Higher Risk Countries

FATE Recommendation 19:

Financial institutions should be required to apply enhanced due diligence measures
to business relationships and transactions with natural and legal persons, and
financial institutions, from countries for which this is called for by the FATF. The type
of enhanced due diligence measures applied should be effective and proportionate

to the risks.

14.1 A Labuan KRI is required to conduct enhanced CDD proportionate to the risk,
on business relationships and transactions with any person from higher risk
countries for which this is identified by the FATF or Government of Malaysia.

14.2 Notwithstanding the generality of paragraph 14.1 above, the enhanced CDD
shall include any specific CDD measure as may be imposed by the FATF or

Government of Malaysia.

14.3 A Labuan KRI is required to apply appropriate countermeasures, proportionate

to the risks, when called upon to do so by the FATF or Government of Malaysia.

G 14.4 For the purpose of paragraph 14.3 above, the countermeasures may include the

following:
(1) limiting business relationships or financial transactions with the identified
country or persons located in the country concerned;

Paragraph
14I-4 (iv) is (ii) reviewing and amending, or if necessary terminating, correspondent
only
applicable to banking relationships with financial institutions in the country concerned,
Labuan
Banks, and (iii)  conducting enhanced external audits, by increasing the intensity and
Labuan e : .
(re)insurers, frequency, for branches and subsidiaries of the Labuan KRI or financial
Labuan group, located in the country concerned;
(re)takaful
%Zirrztr?f;’ (iv)  submitting an annual report with a summary of exposure to customers
and takaful and beneficial owners from the country concerned as specified in

intermediaries ) _
Appendix VII. A Labuan KRI shall submit the report to Labuan FSA by

31 March of the following year as prescribed under paragraph 23.1; and

(v) conduct any other countermeasures as may be specified Labuan FSA.
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14.5 In addition to the above, where ML/TF risks are assessed as higher risk, a
Labuan KRI is required to conduct enhanced CDD for business relationships and
transactions with any person from other jurisdictions that have strategic
AML/CFT deficiencies for which they have developed an action plan with the

FATF.

G 14.6 For the purpose of requirements under paragraphs 14.1, 14.2, 14.3 and 14.5, a
Labuan KRI may refer to the FATF website: http://www.fatf-gafi.org.
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B.10 W.ire Transfers

FATE Recommendation 16:

Financial institutions must require and ensure accurate originator information, and
required beneficiary information, on wire transfers and related messages, and that
the information remains with the wire transfer or related message throughout the

payment chain.

Paragraph B.10.1 General
B.10 is only

ipglicable 1015.1 The requirements under this paragraph are applicable to a Labuan KRI providing
abuan
Banks cross-border wire transfers and domestic wire transfers including serial

payments and cover payments.

15.2 A Labuan KRI must comply with the requirements on targeted financial sanctions
in relation terrorism financing, proliferation financing and other under UN-

Sanctions under paragraph B.17.

15.3 A Labuan KRI shall not execute the wire transfer if it does not comply with the
requirements specified in this paragraph.

15.4 A Labuan KRI is required to maintain all originator and beneficiary information
collected in accordance with record keeping requirements under paragraph
B.14.

B.10.2 Ordering Institutions
Cross-border wire transfers

15.5 A Labuan KRI which is an ordering institution is required to ensure that the
message or payment instruction for all cross-border wire transfers involving an
amount of foreign currency equivalent to RM3,000 and above are accompanied

by at least the following information:
(1) Required and accurate originator information:

(@) name;
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(b)  account number (or a unique reference number if there is no

account number) which permits traceability of the transaction; and
(c) address or date and place of birth.
(i) Required beneficiary information:
(@) name; and

(b)  account number (or a unique reference number if there is no

account number), which permits traceability of the transaction.

15.6 Where several individual cross-border wire transfers from a single originator are
bundled in a batch file for transmission to beneficiaries, the batch file shall
contain required and accurate originator information, and full beneficiary
information, that is fully traceable within the beneficiary country; and ordering
institutions are required to include the originator’'s account number or unique

transaction reference number.

15.7 A Labuan KRI is required to ensure that the message or payment instruction for
all cross-border wire transfers for foreign currency equivalent to below RM3,000
are accompanied by at least the following information:

(1) Required originator information:
(@) name; and

(b)  account number (or a unique reference number if there is no

account number), which permits traceability of the transaction.
(i) Required beneficiary information
(@) name; and

(b)  account number (or a unique reference number if there is no

account number), which permits traceability of the transaction.

15.8 The information required under paragraph 15.7 need not be verified for accuracy

except when there is a suspicion of ML/TF.
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Domestic wire transfers

15.9 A Labuan KRI is required to ensure that the information accompanying the wire
transfer includes originator information as indicated for cross-border wire
transfers, unless this information can be made available to the beneficiary

institution and relevant authorities by other means.

15.10 Where the information accompanying the domestic wire transfer can be made
available to the beneficiary institution and relevant authorities by other means,
the ordering institution shall include only the originator’s account number or if
there is no account number, a unique identifier, within the message or payment
form, provided that this account number or unique identifier will permit the
transaction to be traced back to the originator or the beneficiary. Ordering
institution is required to provide the information within three working days of
receiving the request either from the beneficiary institution or from the relevant

authorities and must provide the information to LEAs immediately upon request.

B.10.3 Intermediary Institutions

15.11 For cross-border wire transfers, intermediary institution is required to retain all
originator and beneficiary information that accompanies a wire transfer as

required under paragraphs 15.5 and 15.7.

15.12 Where the required originator or beneficiary information accompanying a cross-
border wire transfer cannot be transmitted due to technical limitations,
intermediary institution is required to keep a record in accordance with record

keeping requirements under paragraph B.14.

15.13 Intermediary institution is required to take reasonable measures, which are
consistent with straight-through processing, to identify cross-border wire
transfers that lack the required originator information or required beneficiary

information.
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15.14 Intermediary institution is required to have effective risk-based policies and

procedures for determining:

(1) when to execute, reject, or suspend a wire transfer lacking required

originator or required beneficiary information; and

(i) the appropriate follow-up action.

B.10.4 Beneficiary Institutions

15.15 Beneficiary institution is required to take reasonable measures, including post-
event or real-time monitoring where feasible, to identify cross-border wire
transfers that lack the required originator information or required beneficiary
information.

15.16 For cross-border wire transfers of an amount of foreign currency equivalent to
RM3,000 and above, beneficiary institution is required to verify the identity of the
beneficiary, if the identity has not been previously verified. In addition,
beneficiary institution is required to maintain this information in accordance with
record keeping requirements under paragraph B.14.

15.17 Beneficiary institution is required to have effective risk-based policies and
procedures for determining:

(1) when to execute, reject, or suspend a wire transfer lacking the required

originator or required beneficiary information; and

(i) the appropriate follow-up action.
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B.11 Correspondent Banking

FATE Recommendation 13:

Financial institutions should be prohibited from entering into, or continuing, a
correspondent banking relationship with shell banks. Financial institutions should be
required to satisfy themselves that respondent institutions do not permit their

accounts to be used by shell banks.

Paragraph 16.1 A Labuan KRI providing correspondent banking services to respondent

B.11is
only
applicable
to Labuan
Banks

institution is required to take the necessary measures to ensure that they are not

exposed to ML/TF threat through the accounts of the respondent institutions

such as being used by shell banks.
16.2 Inrelation to cross-border correspondent banking and other similar relationships,

a Labuan KRI is required to:

(1) gather sufficient information on a respondent institution to fully understand
the nature of the respondent institution’s business, and to determine its
reputation from publicly available information as well as the quality of
supervision exercised, including whether it has been subject to ML/TF

investigation or regulatory action;

(i) assess the respondent institution’s AML/CFT controls having regard to
AML/CFT measures of the country or jurisdiction in which the respondent

institution operates;

(i)  obtain approval from the Senior Management before establishing new

correspondent banking relationships; and

(iv)  clearly understand the respective AML/CFT responsibilities of each

institution.

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 75/171




16.3 In relation to “payable-through accounts”, a Labuan KRI is required to satisfy
themselves that the respondent institution:
(1) has performed CDD obligations on its customers that have direct access

to the accounts of the Labuan KRI; and

(i) able to provide relevant CDD information to the Labuan KRI upon

request.

16.4 A Labuan KRI shall not enter into, or continue, correspondent banking
relationships with shell banks. A Labuan KRI is required to satisfy themselves

that respondent institution do not permit their accounts to be used by shell banks.
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B.12 Suspicious Transaction Report

FATE Recommendation 20:

If a financial institution suspects or has reasonable grounds to suspect that funds
are the proceeds of a criminal activity, or are related to terrorist financing, it should

be required, by law, to report promptly its suspicions to the financial intelligence unit.

B.12.1 General

17.1 A Labuan KRI is required to promptly submit a suspicious transaction report to
the FIED, Bank Negara Malaysia and Labuan FSA whenever the Labuan KRI
suspects or has reasonable grounds to suspect that the transaction (including

attempted or proposed), regardless of the amount:
(1) appears unusual;

(i) has no clear economic purpose;

(i)  appears illegal;

(iv)  involves proceeds from an unlawful activity or instrumentalities of an

offence; or
(v) indicates that the customer is involved in ML/TF.

17.2 A Labuan KRI must provide the required and relevant information that gave rise
to doubt in the suspicious transaction report form, which includes but not limited
to the nature or circumstances surrounding the transaction and business
background of the person conducting the transaction that is connected to the

unlawful activity.

17.3 A Labuan KRI must establish a reporting system for the submission of suspicious

transaction reports.
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B.12.2 Reporting Mechanisms

17.4 A Labuan KRI is required to ensure that the designated branch or subsidiary
Compliance Officer is responsible for channelling all internal suspicious
transaction reports received from the employees of the respective branch or
subsidiary to the Compliance Officer at parent company. In the case of
employees at the parent company, such internal suspicious transaction reports

shall be channelled directly to the Compliance Officer.

17.5 A Labuan KRI is required to have in place policies on the duration upon which
internally generated suspicious transaction reports must be reviewed by the
Compliance Officer, including the circumstances when the timeframe can be

exceeded, where necessary.

17.6 Upon receiving any internal suspicious transaction report whether from the
parent company, branch or subsidiary, the Compliance Officer must evaluate the
grounds for suspicion. Once the suspicion is confirmed, the Compliance Officer
must promptly submit the suspicious transaction report. In the case where the
Compliance Officer decides that there are no reasonable grounds for suspicion,
the Compliance Officer must document and file the decision, supported by the

relevant documents.

17.7 The Compliance Officer must ensure that the suspicious transaction report is
submitted within the next working day, from the date the Compliance Officer

establishes the suspicion.

17.8 A Labuan KRI must ensure that in the course of submitting the suspicious
transaction report, utmost care must be undertaken to ensure that such reports
are treated with the highest level of confidentiality. The Compliance Officer has

the sole discretion and independence to report suspicious transactions.

17.9 A Labuan KRI must provide additional information and documentation as may
be requested by the FIED, Bank Negara Malaysia or AML Policy Unit, Labuan
FSA and must respond promptly to any further enquiries with regard to any report

received under section 14 of the AMLA.
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17.10 A Labuan KRI must ensure that the suspicious transaction reporting mechanism
is operated in a secured environment to maintain confidentiality and preserve

secrecy.

G 17.11 Where a suspicious transaction report has been lodged, a Labuan KRI may
update or make a fresh suspicious transaction report as and when a new

suspicion arises.

17.12 The Compliance Officer of a Labuan KRI that has been granted access to
Financial Intelligence System (FINS), administered by the FIED, Bank Negara
Malaysia must submit the suspicious transaction report through the following

website: https://bnmapp.bnm.gov.my/fins2.

17.13 The Compliance Officer of a Labuan KRI may apply for an access to FINS by
using the template attached in Appendix VIII.

17.14 For a Labuan KRI that have not been granted access to FINS, the Compliance
Officer must submit the suspicious transaction report, using the specified

reporting template as attached in Appendix IX, to both of the following

Authorities:
Director Head
Financial Intelligence and Enforcement ~ AML Policy Unit
Department Policy and Digital Technology Department
Bank Negara Malaysia Labuan Financial Services Authority
Jalan Dato’ Onn Level 17, Main Office Tower
50480 Kuala Lumpur Financial Park Complex
(To be opened by addressee only) 87000, Jalan Merdeka
Fax : +603-2691 6108 (To be opened by addressee only)
E-mail : str@bnm.gov.my E-mail : aml@labuanfsa.gov.my
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B.12.3 Triggers for Submission of Suspicious Transaction Report

17.15 A Labuan KRI is required to establish internal criteria (“red flags”) to detect

suspicious transactions.

17.16 A Labuan KRI must consider submitting a suspicious transaction report when
any of its customer’s transactions or attempted transactions fits the Labuan KRI's

list of “red flags”.

G 17.17 A Labuan KRI may refer to Appendix X for examples of transactions that may
constitute triggers for the purpose of reporting suspicious transactions.

G 17.18 A Labuan KRI may be guided by examples of suspicious transactions provided
by Labuan FSA or other corresponding competent authorities, supervisory

authorities and international organisations.

B.12.4 Internally Generated Suspicious Transaction Reports

17.19 A Labuan KRI must ensure that the Compliance Officer maintains a complete file
on all internally generated reports and any supporting documentary evidence,
regardless of whether such reports have been submitted.

17.20 Pursuant to paragraph 17.19, if no suspicious transaction reports are submitted
to the Authorities, the internally generated reports and the relevant supporting
documentary evidence must be made available to either of the Authorities upon
request.
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B.13 Disclosure of Suspicious Transaction Report and Related Information

18.1 A Labuan KRl is prohibited from disclosing any suspicious transaction report and
where applicable, as well as any information related to these reports, in
accordance with section 14A of the AMLA. This includes any information on the
subject or counterparties reported on, such as personal identification, account
details, transaction details, the suspected offence or suspicious activities

reported on, and any other information contained in the report.

18.2 The prohibition under paragraph 18.1 does not apply where the exceptions under
section 14A (3) of the AMLA apply.

18.3 Where the exceptions under section 14A(3) of the AMLA apply, a Labuan KRI

must has the following measures in place:

(1) a set of parameters on:
(@) the circumstances where disclosure is required;
(b)  types of information that can be disclosed; and
(c) to whom it can be disclosed;

(i) internal governance procedures to ensure that any disclosure is properly
justified, duly authorised and managed in a controlled and secured

environment;

(i)  apprise all employees and intended recipients who are privy to the reports

and related information to maintain confidentiality; and
(iv)  anaudit trail is maintained in respect of the disclosure of such information.

G 18.4 For any disclosure of reports and related information pursuant to section 14A
(3)(d) of the AMLA, a Labuan KRI may make a written application to the FIED,

Bank Negara Malaysia for a written authorisation.
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18.5 In making an application under paragraph 18.4, the Labuan KRI shall provide

the following:
(1) details and justification for the disclosure;

(i) details on the safeguards and measures in place to ensure confidentiality

of information transmitted at all times;

(i) information on persons authorised by the Labuan KRI to have access to

the reports and related information;

(iv)  any other documents or information considered relevant by Labuan KR,

and

(v) any other documents or information requested or specified by Bank

Negara Malaysia.

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 82/171




B.14 Record Keeping

FATE Recommendation 11:

Financial institutions are expected to maintain, for at least five years, all necessary
records on transactions, both domestic and international, to enable them to comply
swiftly with information requests from the competent authorities. Such records must
be sufficient to permit reconstruction of individual transactions (including the
amounts and types of currency involved, if any) so as to provide, if necessary,

evidence for prosecution of criminal activity.

19.1 A Labuan KRI is required to keep the relevant records including any accounts,
files, business correspondence and documents relating to transactions, in
particular, those obtained during the CDD process. This includes documents
used to verify the identity of customers and beneficial owners, and the results of
any analysis undertaken. The records maintained® must be up-to-date, relevant

and retrievable.

19.2 A Labuan KRI must ensure that all relevant records relating to transactions are
sufficiently kept to permit reconstruction of individual transactions so as to

provide, if necessary, evidence for prosecution of criminal activity.

19.3 A Labuan KRl is required to keep the records for at least six years following the
completion of the transaction, the termination of the business relationship or after

the date of the occasional transaction.

19.4 In situations where the records are subjected to ongoing investigation or
prosecution in court, they shall be retained beyond the stipulated retention period
until such time a Labuan KRI is informed by the relevant LEA that such records

are no longer required.

19.5 A Labuan KRI is required to retain the relevant records in a form that is
admissible as evidence in court pursuant to the Evidence Act 1950, and make

such records available to the supervisory authorities and LEA in a timely manner.

6 Physical records or stored on electronic media.
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B.15 Management Information System

20.1 A Labuan KRI must have in place an adequate manual or electronic
management information system (MIS) to complement its CDD process. The
MIS shall be able to provide timely information on a regular basis to detect

irregularities and/or any suspicious activity.

20.2 The MIS shall be commensurate with the nature, scale and complexity of the

Labuan KRI’s activities and ML/TF risk profile.

20.3 The MIS shall include, at a minimum, information on multiple transactions over
a certain period, large transactions, anomalies in transaction patterns,
customer’s risk profile and transactions exceeding any internally specified

thresholds.

20.4 The MIS shall be able to aggregate customer’s transactions from multiple

accounts and/or from different systems.

G 20.5 The MIS may be integrated with the Labuan KRI's system that contains its
customer’s normal transactions or business profile, which is accurate, up-to-date

and reliable.
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B.16 Enforcement Orders

21.1 A Labuan KRI is required to produce any information or document requested by
the relevant LEA, pursuant to any investigation order under Part VI of the AMLA
served on the Labuan KRI. The information or document is required to be
provided within a reasonable time frame that has been agreed upon between the

investigating officer and the Labuan KRI.

21.2 A Labuan KRI is required to have in place the necessary policies, procedures

and systems to ensure no undue delay in responding to such orders.
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B.17 Targeted Financial

Sanctions on Terrorism Financing, Proliferation

Financing and under Other UN-Sanctions Regimes

FATF Recommendation 6 & 7:

Targeted financial sanctions regime should comply with United Nations Security
Council resolutions relating to the prevention and suppression of terrorism and
terrorist financing as well as prevention, suppression and disruption of proliferation

of weapons of mass destruction and its financing.

B.17.1 General

22.1

Relates to
Targeted
Financial
Sanctions
on Terrorism
Financing

22.2

Relates to
Targeted
Financial
Sanctions on
Proliferation
Financing

22.3

Relates to
Targeted
Financial
Sanctions
under Other
UN-Sanctions
Regime

A Labuan KRI is required to keep abreast of the relevant UNSCR list relating to

combating the financing of terrorism, which includes:

() UNSCR 1267(1999), 1373(2001), 1988(2011), 1989(2011) and
2253(2015) which require sanctions against individuals and entities
belonging or related to Taliban, ISIL (Da’esh) and Al-Qaida; and

(i)  new UNSCR list which is published by the UNSC or its relevant Sanctions

Committee as published in the United Nations (UN) website.

A Labuan KRI is required to keep updated with the list of countries and persons
designated as restricted end-users and prohibited end-users under the Strategic
Trade Act 2010 (STA), in accordance with the relevant UNSCR relating to
prevention of proliferation of weapons of mass destruction (WMD) as published
in the UN website, as and when there are new decisions by the UNSC or its

relevant Sanctions Committee as listed in Appendix XI.

A Labuan KRI is required to keep updated with the list of designated countries
and persons under the CBA Regulations, in accordance with the relevant
UNSCR relating to upholding of peace and security, through prevention of armed
conflicts and human rights violations, as published in the UN website, as and
when there are new decisions by the UNSC or its relevant Sanctions Committee

as listed in Appendix XiII.
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B.17.2 Maintenance of Sanctions List

22.4 A Labuan KRI is required to maintain a sanctions database which comprised, at

the minimum, the following:
® UNSCR list; and

(i) Domestic List.

UNSCR List

22.5 A Labuan KRI must ensure that the information contained in the sanctions
database is updated and effected without delay upon the publication by the

UNSC or its relevant Sanctions Committee’s designation in the UN website.

G 22.6 A Labuan KRI may refer to the Consolidated UNSCR List published in the
following UN website: https://www.un.org.

22.7 The UNSCR List shall remain in the sanctions database until delisting of the
specified entities’ and designated country or person® by the UNSC or its relevant

Sanctions Committee is published in the UN website.

Domestic List ®

22.8 A Labuan KRI is required to keep updated with the Domestic List as and when
this is gazetted.

22.9 A Labuan KRI must ensure that the information contained in the sanctions

database is updated and effected without delay upon gazetted.

22.10 The Domestic List shall remain in the sanctions database until such specified

entities are delisted from the Gazette.

G 22.11 A Labuan KRI may refer to the Domestic List published in the following website:
http://lom.agc.gov.my.

List for Targeted Financial Sanctions on Terrorism Financing.
8  List for Targeted Financial Sanctions on Proliferation Financing and Under Other UN-Sanctions Regimes.
® List for Targeted of Financial Sanctions on Terrorism Financing.
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Other requirements

22.12 A Labuan KRI must ensure that the information contained in the sanctions
database is comprehensive and easily accessible by their employees at the
parent company, branch, subsidiary and where relevant, to their external service

providers or their agents.

G 22.13 A Labuan KRI may monitor and consolidate other countries’ unilateral sanctions

lists in their sanctions database.

G 22.14 A Labuan KRI may also consider electronic subscription services to ensure

prompt updating of the sanctions database.

B.17.3 Sanctions Screening — Customers

22.15 A Labuan KRI is required to conduct sanctions screening on existing, potential
or new customers against the Domestic List and UNSCR List. Where applicable,
screening shall be conducted as part of the CDD process and ongoing due

diligence.

22.16 A Labuan KRI is required to screen its entire customer database without delay

including dormant accounts for any positive name match against the:
(1) Domestic List upon gazetted; and

(i) UNSCR List upon published by the UNSC or the relevant Sanctions

Committee’s designation in the UN website.

22.17 A Labuan KRI in the insurance and takaful sector shall conduct sanctions
screening upon establishing business relationships, during in-force period of the

policy and before any payout.

G 22.18 When conducting the sanctions screening process, a Labuan KRI may perform

Paragraph name searches based on a set of possible permutations for each specified entity

22.18 relates to prevent unintended omissions.
to Targeted

Financial

Sanctions on

Proliferation

Financing
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G 22.19 A Labuan KRI is encouraged to undertake its own proliferation financing (PF)
risk assessment including the consideration of PF typologies when reviewing
transactions and customer information collected through their existing AML/CFT
obligations. The information collected should allow a Labuan KRI to identify
transactions, accounts or relationships with banks and entities of designated

countries and persons.

Dealing with False Positives

22.20 A Labuan KRl is required to ensure that any matches to Domestic List or UNSCR

List are true matches in order to eliminate false positives.

22.21 A Labuan KRI is required to make further inquiries for additional information and
identification documents from the customer, counter-party or credible sources to

assist in determining whether the potential match is a true match.

G 22.22 In the case of similar or common names, a Labuan KRI may direct any query to
the relevant Authorities to ascertain whether or not the customer is a specified
entity.

B.17.4 Related Parties
22.23 A Labuan KRI shall undertake due diligence on related parties.

22.24 In undertaking due diligence on the related parties, a Labuan KRI is required to
examine and analyse past transactions of the specified entities, designated
person and related parties, and maintain records on the analysis of these

transactions.

G 22.25 In ascertaining whether an entity is owned or controlled by a specified entity,
designated person and related parties, a Labuan KRI may refer to the definition
of a “beneficial owner” in paragraph 5.2, and requirements under paragraph B.5

in relation to CDD on beneficial owners.
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B.17.5 Freezing, Blocking and Rejecting - Customers and Related Parties

22.26 Upon determination and confirmation of a customer’s identity as a specified
entity, designated person and/or related parties, a Labuan KRI is required to
immediately conduct the following:

(1) freeze the customer’s funds, properties, other financial assets and

economic resources; or

(i) where applicable, to block transactions in order to prevent dissipation of

the funds, other financial assets and economic resources.

22.27 A Labuan KRI is required to reject a potential customer, when there is a positive

name match.

22.28 The freezing of funds and properties, or blocking of transactions, as the case
may be, shall remain in effect until the specified entity is removed from the

Domestic List or UNSCR List in accordance with paragraphs 22.7 and 22.10%,

22.29 The freezing of funds, other financial assets and economic resources or blocking
of transactions, as the case may be, shall remain in effect until the designated
country or person is removed from the UNSCR List in accordance with paragraph
22.71,

Allowable Transactions

22.30 Any dealings with frozen funds or properties, whether by the specified entity,
related party, or any interested party, requires prior written authorisation from

Malaysia’s Minister of Home Affairs!?.

22.31 Any dealings with frozen funds, other financial assets or economic resources,
whether by the designated country, person, identified related party or any
interested party, would require prior written authorisation from the Strategic
Trade Controller under the STA®,

The requirements are applicable for:

10 Targeted Financial Sanctions on Terrorism Financing - Paragraph 22.28.

1 Targeted Financial Sanctions on Proliferation Financing and under other UN-Sanctions Regimes — Paragraph 22.29.
12 Targeted Financial Sanctions on Terrorism Financing - Paragraph 22.30 and 22.33.

13 Targeted Financial Sanctions on Proliferation Financing — Paragraph 22.31 and 22.34.
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22.32 Any dealings with frozen funds, other financial assets or economic resources,
whether by the designated person, related party or any interested party, would
require prior written authorisation from the UNSC or its relevant Sanctions

Committeel4.

22.33 The frozen funds and properties, may continue to receive deposits, dividends,
interests, bonuses, premiums/contributions or other benefits. However, such
funds and benefits shall remain frozen as long as the specified entity continues
to be listed under the Domestic List and UNSCR List*?.

22.34 The frozen funds, other financial assets or economic resources may continue
receiving deposits, dividends, interests, bonuses, premiums/contributions or
other benefits. However, such funds and benefits shall remain frozen as long as
the countries and persons continue to be listed under the UNSCR list!314,

Exemption for Basic and Extraordinary Expenditures

G 22.35 A Labuan KRI may advise the specified entity, a related party or any interested
party to make an application to Malaysia’s Minister of Home Affairs for

exemptions on basic and extraordinary expenditures for the following?®:
(1) frozen funds or properties; or
(i) blocked or rejected transactions.

22.36 A Labuan KRI shall only proceed with payments for basic and extraordinary
expenditures upon receiving written authorisation from Malaysia's Minister of

Home Affairs?®.

The requirements are applicable for:
14 Targeted Financial Sanctions Under other UN-Sanctions Regimes - Paragraph 22.32 and 22.34.
15 Targeted Financial Sanctions on Terrorism Financing - Paragraph 22.35 and 22.36.
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G 22.37 AlLabuan KRI may advise the designated person, related party or any interested
party to make an application to the Strategic Trade Controller under the STA to
allow payments due under contracts entered into prior to the designation for the

following?®:
(i) frozen funds,
(ii) other financial assets or economic resources; or
(iii) blocked or rejected transaction.

22.38 A Labuan KRI shall only proceed with the payments due under existing contracts
upon receiving written authorisation from the Strategic Trade Controller under
the STAS,

G 22.39 AlLabuan KRI may advise the customer, related party or any interested party to
make an application to the UNSC or its relevant Sanctions Committee to allow
payments due under contracts entered into prior to the designation for the

following!’:

(i) frozen funds;

(i) other financial assets or economic resources; or
(i)  blocked or rejected transaction.

22.40 A Labuan KRI shall only proceed with the payments due under existing contracts
upon receiving written authorisation from the UNSC or its relevant Sanctions

Committeel’.

The requirements are applicable for:
16 Targeted Financial Sanctions on Proliferation Financing - Paragraph 22.37 to 22.38.
17 Targeted Financial Sanctions Under Other UN-Sanctions Regimes - Paragraph 22.39 to 22.40.
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Exemption for Payments Due under Existing Contracts

G 22.41 AlLabuan KRI may advise the designated person, related party or any interested
party of the frozen funds, other financial assets or economic resources, or to the
blocked or rejected transaction, to make an application to the Strategic Trade
Controller under the STA to allow payments due under contracts entered into

prior to the designation?8,

22.42 A Labuan KRI shall only proceed with the payments due under existing contracts
upon receiving prior written authorisation from the Strategic Trade Controller
under the STA8,

G 22.43 A Labuan KRI may advise the customer, related party or any interested party of
the frozen funds, other financial assets or economic resources, or to the blocked
or rejected transaction, to make an application to the UNSC or its relevant
Sanctions Committee to allow payments due under contracts entered into prior

to the designation?®,

22.44 A Labuan KRI shall only proceed with the payments due under existing contracts
upon receiving prior written authorisation from the UNSC or its relevant

Sanctions Committee?®,

The requirements are applicable for:
18 Targeted Financial Sanctions on Proliferation Financing - Paragraph 22.41 to 22.42.
19 Targeted Financial Sanctions Under Other UN-Sanctions Regimes - Paragraph 22.43 to 22.44.
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B.17.6 Reporting on Positive Name Match

Reporting upon Determination of a Positive Name Match

22.45 A Labuan KRI is required to immediately report by submitting the information
under Appendix XIII?° via Statistical Management System (SMS), upon it
determining that it is in possession or in control of funds or properties, of any

specified entity and/or related party to :
(1) Labuan FSA; and
(i) Inspector-General of Police, Malaysia

22.46 A Labuan KRI is required to immediately report to the Labuan FSA on any
detection, freezing, blocking or rejection actions undertaken with regard to any
identified funds, other financial assets and economic resources or transactions,

by submitting the information under Appendix XIlI?! via SMS.

B.17.7 Periodic Reporting on Positive Name Match

22.47 A Labuan KRI that has reported positive name matches and are in possession
or in control of frozen or blocked funds or properties of any specified entity,
designated person and/or related party are required to report any changes to
those funds, other financial assets and economic resources, are to use the form

and at intervals as specified in Appendix XIV.

22.48 Notwithstanding paragraph 22.47, a Labuan KRI is not required to submit
periodic reporting on positive name matches involving customers who conduct

one-off transactions and where they do not maintain an account with them.

The requirements are applicable for:
2 Targeted Financial Sanctions on Terrorism Financing.
21 Targeted Financial Sanctions on Proliferation Financing and Under Other UN-Sanctions Regimes.
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B.17.8 Reporting of Suspicious Transaction

On Related Transactions

22.49 A Labuan KRI is required to submit a suspicious transaction report, upon
determination of any positive match or has reason to suspect that the account or
transaction is related or linked to, or is used or intended to be used for or by the

following:
(i) specified entity or related party??; and
(i) designated countries, persons or related party?3.

22.50 A Labuan KRI is also required to submit a suspicious transaction report on any
attempted transactions undertaken by the following:

() specified entity or related party??; and

(i) designated countries , persons or related party?3.

On Name Match with Other Unilateral Sanctions Lists

G 2251 A Labuan KRI may consider submitting a suspicious transaction report if there
is any positive name match with individuals or entities listed in other unilateral

sanctions lists.

Imposition of New Measures

22.52 In the event the UNSC or its relevant Sanctions Committee imposes new
measures relating to the prevention of PF or proliferation of weapon of mass
destruction (WMD), upholding of peace and security, and prevention of conflicts
and human rights violations, a Labuan KRI is required to adhere to such

measures as specified by Labuan FSA.

The requirements are applicable for:
2 Targeted Financial Sanctions on Terrorism Financing.
3 Targeted Financial Sanctions on Proliferation Financing and Under Other UN-Sanctions Regimes.
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Implementation of Counter Proliferation Financing Compliance

Programme

22.53 A Labuan KRI is required to implement paragraph B.2 on AML/CFT Compliance
Programme for the purpose of countering PF and proliferation of WMD under

this paragraph.

22.54 The requirement in paragraph 22.53 is not applicable to general insurers and

general takaful operators.

B.18 Submission of Regulatory Reports

23.1 For the purpose of submission of regulatory report to Labuan FSA as required
under paragraph 7.17, 11.20 and 14.4, the submission shall be made to

Labuan FSA at the following address:

Director

Supervision and Enforcement Department
Labuan Financial Services Authority

Level 17, Main Office Tower

Financial Park Complex

Jalan Merdeka

87000 Federal Territory of Labuan, Malaysia

Telephone no: 03 8873 2000
Facsimile no: 03 8873 2209

Email: sed@labuanfsa.gov.my

Labuan Financial Services Authority
31 March 2022
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Appendix | List of Policy Documents to be Read Together with the Guidelines
and List of Superseded Guidelines

1. The Guidelines shall complement and to be read together with the following
Guidelines and Circulars:
(1) Guidelines on Implementation of Targeted Financial Sanctions on

Terrorism Financing;

(i) Guidelines on Politically Exposed Person (PEP) — Family Members and
Close Associates of PEP;

(i)  Guidelines on Beneficial Ownership for Labuan Legal Persons and Legal

Arrangements;
(iv)  Guidelines on Fit and Proper Person Requirements;
(v) Guidelines on Compliance Function for Labuan Licensed Entities;

(vi)  Guidelines on External Service Arrangements for Labuan Financial

Institutions;
(vii)  Guidelines on Digital Governance Framework;

(viii) Directive on Implementation on Targeted Financial Sanctions Relating to
Proliferation Financing (TFS-PF);

(ix)  Circular on Innovative Financial Services in the Labuan International

Business and Financial Centre;

(X) Circular on Electronic Know-Your-Customer (e-KYC) for Digital Financial

Services;
(xi)  Guidelines on AML/CFT - Capital Markets and Other Businesses Sector;

(xif)  Circular on Submission of Compliance Report and Anti-Money
Laundering Counter Financing of Terrorism (AML/CFT) Independent
Audit Report to Labuan FSA; and

(xiii))  Circular on Submission of Anti-Money Laundering Counter Financing of
Terrorism (AML/CFT) Independent Audit Report to Labuan FSA.
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2. With the implementation of the Guidelines, the following Guidelines will be

superseded:
® Guidelines on AML/CFT — Banking Sector;

(i) Guidelines on AML/CFT — Insurance and Takaful Sectors;
(i)  Guidelines on AML/CFT - Trust Company Sector; and

(iv)  Guidelines on Risk-Based Approach (RBA) for the Purpose of Anti-Money
Laundering and Countering the Financing of Terrorism (AML/CFT).
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Appendix Il Guidance on Application of Risk-Based Approach

1.0

11

1.2

1.3

14

Introduction

The risk-based approach (RBA) is central to the effective implementation of the
FATF Recommendations. The focus on risk is intended to ensure a Labuan KRI
is able to identify, assess and understand the ML/TF risks to which it is exposed

to and take the necessary AML/CFT control measures to mitigate them.
The Guidance on Application of Risk-Based Approach (the Guidance) seeks to:

(1) assist the Labuan KRI to design and implement AML/CFT control
measures by providing a common understanding of what the RBA

encompasses; and

(i) clarify the policy expectations in relation to the assessment of business-
based and customer-based ML/TF risk in applying the RBA. In the
event a Labuan KRI has developed its own RBA, the Labuan KRI is
expected to ensure its RBA achieves the outcomes as specified in the
Guidelines and as further clarified in this Guidance.

The Guidelines is not intended to supersede or replace any of the existing
mandatory requirements on RBA that are provided in paragraph B.1 of the

Guidelines.

For a Labuan KRI under a group structure, the requirements on the RBA as
provided in the Guidelines and this Guidance are applicable to a Labuan KRI at
the entity level, not group level, whether as a holding or subsidiary entity. For
example, for financial groups which comprise a licensed conventional bank, a
licensed Islamic bank and a licensed insurance company, these are considered
as three separate Labuan KRIs/entities for the purpose of complying with the

Guidelines.
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15 The RBA:

(1) recognises that the ML/TF threats to a Labuan KRI vary across
customers, countries, products and services, transactions and

distribution channels;

(i) allows the Labuan KRI to apply appropriate policies, procedures,
systems and controls to manage and mitigate the ML/TF risks identified
based on the nature, scale and complexity of the Labuan KRI’s

business and ML/TF risk profile; and

(i) facilitates more effective allocation of the Labuan KRI’s resources and

internal structures to manage and mitigate the ML/TF risk identified.

1.6  The RBA provides an assessment of the threats and vulnerabilities of the Labuan
KRI from being used as a conduit for ML/TF. By regularly assessing the Labuan
KRI’'s ML/TF risks, it allows the Labuan KRI to protect and maintain the integrity

of its business and the financial system as a whole.

2.0 Business-Based And Relationship-Based Risk Assessment

2.1 The RBA entails two (2) assessments:

A. Business-based Risk Assessment (BbRA)

In a BbRA, a Labuan KRI is expected to identify ML/TF risk factors that
affect its business and address the impact on the Labuan KRI’s overall
ML/TF risks.

e Refer to requirements in Paragraphs B.1.2 and B.1.3 in the
Guidelines

i) Perform risk assessment

A Labuan KRI is expected to perform an assessment on the degree of
ML/TF risks that the Labuan KRI’'s business is exposed to and
determine its risk appetite level. To this end, a Labuan KRI is expected

to formulate specific parameters of the ML/TF risk factors considered.
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(i) Formulate and implement business risk management and
mitigation control measures
A Labuan KRI is expected to establish and implement policies,
procedures and controls to manage and mitigate the identified ML/TF
risks. Such measures should be sufficiently adequate to manage and
mitigate the ML/TF risks identified.

B. Relationship-based Risk Assessment (RbRA)

In an RbRA or Customer Risk Profiling, a Labuan KRI is expected to
consider the inherent risks arising from the types of products, services,
distribution channels, etc. that the customers are using and implement
appropriate measures to manage and mitigate the ML/TF risks
identified therein.

e Refer to requirements in Paragraph B.1.4 in the Guidelines

) Determine the risk parameters for customer risk profiling
A Labuan KRI is expected to identify specific ML/TF risk factors and
parameters for customers’ profiling. Where relevant, the Labuan KRI may
adopt similar parameters that have been used for the assessment of the
ML/TF risk factors considered under the BbRA.

(i)  Conduct risk profiling on customers
Based on the CDD information obtained at point of on-boarding new
customers, or ongoing CDD information obtained from existing
customers, as the case may be, a Labuan KRI is expected to determine
the ML/TF risk profile of each customer (e.g. high, medium or low) by
applying the risk parameters determined above, in order to determine the
appropriate level of CDD (i.e. standard or enhanced) that is applicable in
respect of each customer. The resulting ML/TF risk profile may also have
a bearing on the frequency and intensity of ongoing CDD that is applicable

throughout the duration of the business relationship with the customer.
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(iii)  Apply customer risk management and mitigation control measures

A Labuan KRI is expected to apply the necessary risk management and
mitigation policies, procedures and controls that are commensurate with
the ML/TF risk profile of each customer, to effectively manage and
mitigate the ML/TF risks identified. For example, customers assessed as
having higher ML/TF risks should be subject to enhanced CDD
procedures, Senior Management’s approval should be obtained before
offering or continuing to provide financial services and the customer
should be subject to more frequent and intense ongoing CDD procedures

throughout the duration of the business relationship with the customer.

2.2 The RBA is expected to be tailored to the nature, scale and complexity of the

Labuan KRI’'s business, size, structure and activities.

2.3 A Labuan KRI is expected to incorporate the RBA into its existing policies and
procedures as part of its overall risk management function. All steps and
processes in relation to the RBA for purpose of BbRA and RbRA are expected
to be documented and supported by appropriate rationale and be subject to
approval by Senior Management and/or the Board, as appropriate (Refer to

paragraph 6.15 in the Guidelines).

2.4  Recognising that ML/TF risks evolve and are subject to change over time (arising
from the emergence of new threats, introduction of new products/services, new
technologies, expansion to new customer base etc.), a Labuan KRI is expected
to understand that assessing and mitigating ML/TF risks is not a static exercise.
Therefore a Labuan KRI is expected to periodically review, evaluate and update
the RBA accordingly.

2.5 The outcome of the BbRA and RbRA is to complement each other. Therefore, to

effectively implement the RBA:

(1) a Labuan KRI is expected to determine reasonable risk factors and
parameters for the BbRA and RbRA; and

(i) over a period of time, data from the RbRA may also be useful in updating

the parameters of the BbRA.
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3.0 Business-based Risk Assessment (BbRA)

A. Perform Risk Assessment

3.1 While there is no prescribed methodology, the BbRA is expected to reflect
material and foreseeable ML/TF threats and vulnerabilities which a Labuan KRI
is exposed to for the period under review. Hence, a Labuan KRI may establish a

manual or automated system to perform its risk assessment.

3.2 The Labuan KRI is expected to evaluate the likelihood and extent of its ML/TF
risks at a macro level. When assessing the ML/TF risks, a Labuan KRI is
expected to consider all relevant risk factors that affect their business and

operations, which may include the following:

(1) Specific risk factors or high risk crimes that the Labuan KRI may consider
for the purpose of identifying its ML/TF risks;

(i) Type of customers;

(i)  Geographic location of the Labuan KRI;

(iv)  Transactions and distribution channels offered by the Labuan KRI;

(v) Products and services offered by the Labuan KRI;

(vi)  Structure of the Labuan KRI; and

(vii)  Findings of the National Risk Assessment (NRA).

3.3  The ML/TF risks may be measured based on a number of factors. The weight
or materiality given to these factors (individually or in combination) when
assessing the overall risks of potential ML/TF may vary from one Labuan KRI to
another, depending on their respective circumstances. Consequently, a Labuan
KRI is expected to make its own determination as to the risk weightage or
materiality for each factor under consideration. These factors either individually
or in combination, may increase or decrease potential ML/TF risks posed to the
Labuan KRI.
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3.4 To assist a Labuan KRI in assessing the extent of its ML/TF risks, the Labuan

KRI may consider the following examples of risk factors:
(1) Customers

In conducting business transactions, the Labuan KRI is exposed to
various types of customers that may pose varying degrees of ML/TF risks.
In analysing its customers’ risk, a Labuan KRI may consider the non-

exhaustive examples below:

e Exposure to high-net-worth customers within the Labuan KRI ;

¢ Nature and type of business or occupation of the customers;

e Nature and type of business of merchants;

e Exposure to foreign PEP customers;

e Exposure to domestic PEP customers assessed as higher risk;

e Exposure to customers and/or merchants related to PEPs
assessed as higher risk;

e Exposure to customers that are legal arrangements (e.g. trusts
and charities) and legal persons and the level of complexity of
such legal structures;

e Likelihood of the customers and/or transactions originating
from FATF black or grey list countries or tax haven jurisdictions;

e Exposure to customers from jurisdictions exposed to high
levels of corruption, organised crime and/or drug
production/distribution;

e Exposure to customers that are mostly domiciled in, or
conducting business in or through, countries that are listed by
FATF in its Public Statement or the Government of Malaysia,
or sanctioned by the United Nations Security Council;

e High growth in customer account base;

e Exposure to customers that authorise a proxy/agent to operate
the account on their behalf;

e Exposure to non-resident customers;

e Exposure to companies that have nominee shareholders or
shares in bearer form;

e Exposure to legal persons or arrangements that are personal
asset holding vehicles.
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(i)  Countries or geographic location

A Labuan KRI should take into account such factors including the location
of the Labuan KRI's holding company, head office, branches and
subsidiaries and agents (where applicable), and whether its holding
company is located within a jurisdiction with full AML/CFT compliance as
identified by a credible source. Further non-exhaustive examples are as

below:

Location of its holding company, branches, subsidiaries, merchants
and/or agents in:

e Tourist hotspots, crime hotspots, country’s border and entry-
points;

e High risk countries e.g. countries identified by FATF in its
Public Statement, countries designated by the Government of
Malaysia, countries subjected to sanctions by the United Nations
Security Council;

e Jurisdictions that have been identified by credible sources as
having significant levels of corruption or other criminal activities
e.g. reports by Transparency International, United Nations Office
on Drugs and Crimes etc.; and

e Jurisdictions that have been identified by credible sources as
providing funding or support for money laundering, terrorism or
proliferation of weapons of mass destruction.

(i)  Transactions and distribution channels

A Labuan KRI various modes of transaction and distribution of its products
and services. Some of the modes of transaction and distribution channels
may be more susceptible to ML/TF risks. For example, products sold via
non-face-to-face channels are more susceptible to ML/TF as compared
to products sold via face-to-face channels, transactions conducted with
third party agents of the Labuan KRI may be more vulnerable to ML/TF in
comparison to those conducted at the Labuan KRI’s own branches. In this
regard, a Labuan KRI is expected to consider the appropriate ML/TF risks

attributed to all available modes of transactions and distribution that are
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offered to customers by the Labuan KRI, including the following non-

exhaustive examples:

e Mode of distribution e.g. direct channel, brokers, bancassurance,
introducers, online or technology based transaction;

e Mode of payment e.g. wire transfers, e-payments;

¢ Anonymous transactions or other form of incentives

e Volume and frequency of transactions carried out in high risk
areas or jurisdictions;

e Number of distribution channels located in high risk areas or
jurisdictions;

e [EXxposure to cross-border transactions and/or transactions in
high risk jurisdictions.

(iv)  Products and services

Given the variety of financial products in the market, a Labuan KRI is
expected to identify the appropriate level of ML/TF risks attached to the
types of products and services offered. Some of the non-exhaustive

examples that the Labuan KRI may take into account are as follows:

¢ Nature of the products i.e.transferability/liquidity of the products;

e Level of complexity of the products and services;

e Bearer instruments;

e Electronic money and services e.g. e-money, e-wallet etc.;

e Domestic and international private banking facilities and/or trust
and asset management products/services;

e E-banking or mobile banking products and services;

e Volume of stored value cards offered with no restrictions;

e Products that return a significant portion of premiums paid as
surrender value in the event of surrender or early termination;

e Products with a short maturity period,;

e Payment instruments with funds transfer /cross border facility;
and

e Payment instruments with cash withdrawal facility.
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(v)  Labuan KRI’s structure

The ML/TF risk of the Labuan KRI may differ according to its size,
structure and nature of business. Appropriate assessment of its business
model and structure may assist a Labuan KRI to identify the level of
ML/TF risks that it is exposed to. In this regard, a Labuan KRI may take

into account the following non-exhaustive examples:

e Number of branches, subsidiaries and/or agents;

e Size of the Labuan KRI relative to industry/sector;

¢ Number and profile of employees;

e Degree of dependency on technology;

e Number of foreign correspondent financial institution accounts
with inadequate AML/CFT controls, policies and procedures;

e Number of foreign correspondent financial institutions accounts
located in higher risk jurisdictions;

e Level of staff turnover, especially in key personnel positions

(vi)  Findings of the National Risk Assessment (NRA) or any other risk

assessments issued by relevant authorities

In identifying, assessing and understanding the ML/TF risks, a Labuan
KRI is expected to fully consider the outcome of the NRA or any other

equivalent risk assessments by relevant authorities:

Under the NRA, a Labuan KRI is expected to take into account the
following:

e Sectors identified as highly vulnerable to ML/TF risks and the
Labuan KRI’s exposure to such sectors in relation to customer
segments served;

e Crimes identified as high risk or susceptible to ML/TF and the
adequacy of the Labuan KRI’s mitigating measures to detect and
deter such illegal proceeds or in preventing dealings with
customers involved in such illicit activities;

e Terrorism Financing and/or Proliferation Financing risks faced by
the industry.
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(vii) Other factors

A Labuan KRI may also take into account other factors in determining its

risk assessment such as:

e Current trends and typologies for the sector in relation to ML/TF
and other crimes;

e The Labuan KRI’s internal audit and regulatory findings;

e Current trends and typologies for other sectors with similar
business model or product/service offerings in relation to ML/TF
and other crimes;

e The number of suspicious transaction reports it has filed with the
FIED, BNM and Labuan FSA; and

e Whether the Labuan KRI has been subjected to service any
freeze or seize order by any law enforcement agencies pursuant
to the AMLA, Dangerous Drugs (Forfeiture of Property) Act 1988,
Malaysian Anti-Corruption Commission Act 2009, etc

3.5 In considering each risk factor mentioned above, a Labuan KRI is expected to
formulate parameters that indicate their risk appetite in relation to the potential
ML/TF risks it may be exposed to. The Labuan KRI is expected to set its own
parameters according to the size, complexity of its business. Example 1 below
is strictly for illustration purpose and is intended to facilitate better understanding
on how the risk factors and parameters may be applied. It is not intended to serve
as a prescription or recommendation on the parameters or specific thresholds to
be adopted by the Labuan KRI:

Example 1 for all sectors:

Risk Factor Examples Formulated Parameters
Customer Significant growth of | ¢ Customer base
customer account base increased more than

30% within a year
e Number of high risk
customers and
businesses totalling
more than 30% of total
loans and deposits
Significant growth in| e Customers with net
percentage of high net worth of RM5 million or

worth customers more

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 108/171




Risk Factor

Examples

Formulated Parameters

Percentage of local and
foreign customers

e Customers originating
from high-risk
jurisdictions
domestically, regionally
and globally

Transactions
and
Distribution
Channels

Cash intensive or other
forms of anonymous
transactions

e High volume of cash
transactions above
RM50,000 within a year

e High volume of
conversion of ringgit to
foreign currency by a
single customer
exceeding RM50,000
per transaction within a
year

e High volume of
anonymous / proxy
transactions exceeding
RM50,000 per
transaction within a
year

Percentage of non-face-
to-face transactions

¢ Non-face-to-face
transactions exceeding
50% of total
transactions

Frequency and amount
of cash payments

e Cash transactions
above RM10,000

Wide array of e- banking
products and services

e More than 30% of new
accounts are opened
via internet, mail or
telephone without prior
relationship

Findings  of
the NRA

Sectors identified as
highly vulnerable to
ML/TF risks

e Number of customers
with  occupation or
nature of business from
highly vulnerable
sectors identified under
the NRA

Note: The above is not meant to serve as exhaustive examples or prescriptions
on specific risk factors or parameters which a Labuan KRI should apply in

assessing the ML/TF risks of the business.

A Labuan KRI is expected to

determine which risk factors and parameters are most appropriate in the context
of the nature, scale and complexity of their respective businesses.
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3.6 By applying all the risk factors and parameters in performing its risk assessment,
a Labuan KRI should be able to determine the extent of ML/TF risks that it is

exposed to, on a quantitative and/or qualitative basis.

3.7  The outcome of the risk assessment would determine the level of ML/TF risks
the Labuan KRI is willing to accept (i.e. the Labuan KRI’s risk appetite) and its
appropriate risk rating. The risk appetite and risk rating will have a direct impact
on the proposed risk management and mitigation policies, procedures and
controls adopted by the Labuan KRI.

3.8 Apart from ensuring that the risk assessment is reflected in its policies and
procedures, a Labuan KRI is also expected to justify the outcome of the risk
assessment conducted. A Labuan KRI is reminded of the requirement under the
AMLA to maintain proper records on any assessments and approvals by Senior
Management and/or the Board on the ML/TF risk assessments conducted to
enable reviews to be conducted as and when it is requested by the relevant

supervisory authorities.

B. Formulate and implement business risk management and mitigation
control measures

3.9 Once a Labuan KRI has identified and assessed the ML/TF risks it faces after
performing its risk assessment under paragraph 3 above, a Labuan KRI is
expected to formulate and implement appropriate risk control measures in order

to manage and mitigate those risks.

3.10 The intended outcome is that the mitigation measures and controls are
commensurate with the ML/TF risks that have been identified.

3.11 The type and extent of the AML/CFT controls will depend on a number of factors,

including

(1) nature, scale and complexity of the Labuan KRI’s operating structure;

(i) diversity of the Labuan KRI’'s operations, including geographical
locations;

(i)  types of customers;

(iv)  products or services offered;
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3.12

4.0

v)

(vi)
(vii)

distribution channels used either directly, through third parties or agents
or on non-face-to-face basis;

volume and size of transactions; and

degree to which the Labuan KRI has outsourced its operations to other

entities (Group).

The following are non-exhaustive examples of the risk controls that Labuan KRI

may adopt:

()
(ii)

(i)

(iv)

v)

restrict or limit financial transactions;

require additional internal approvals for certain transactions and products
or services;

conduct regular training programmes for directors and employees or
increase resources where applicable;

employ technology-based screening or system-based monitoring of
transactions; and

employ biometric system for better customer verification.

Relationship-based Risk Assessment (RbRA)

Determine the risk parameters for customer profiling

A Labuan KRI is expected to determine the appropriate risk parameters when

considering the risk factors such as customer, country or geographic location,

product or service and transaction or distribution channel. These risk parameters

will assist the Labuan KRI in identifying the ML/TF risk factors for customers for

the purpose of risk profiling. Refer to Example 2 below for illustration purposes.

Example 2 for all sectors:

Risk Factor Parameters determined for risk profiling Risk Rating
Customer Type Individual / Group insured | Low
members
Legal Person Medium
Legal Arrangement High
Net Worth*?4 Less than RM500,000 Low
RM500,000 — RM3 million | Medium

24 Foreign currency equivalent.
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Risk Factor Parameters determined for risk profiling Risk Rating

Above RM3 million High
Nationality Low risk countries Low
Countries neighbouring | Medium
high-risk or sanctioned
countries
High-risk or sanctioned | High
countries
Country of Origin | Malaysia Low
Singapore Medium
North Korea High
Country of | Malaysia Low
Residence Singapore Medium
North Korea High
Transaction Over the Counter / Direct / Bancassurance Low
or Distribution | On behalf / Through intermediaries and/or | Medium
Channel agents
Non-Face-to-face High
Products and | Savings Account Low
Services Unit Trust Medium
Private Banking High
Product Pure insurance/takaful products with zero or | Low
Features minimal savings/investment element (e.g.
group/individual policies with life/medical/PA
coverage)
Products with the following features but not | Medium
limited to:

* Products that return a portion of premiums
paid as surrender value in the event of
surrender or early termination

Products with the following features but not | High

limited to:

* Products that return a significant portion of
premiums paid as surrender value in the
event of surrender or early termination

* Products that allow top-up and/or partial/full
withdrawal

* Products with a short maturity period

Note 1: The above is not meant to serve as exhaustive examples or prescriptions on
specific risk factors or parameters which a Labuan KRI should apply for purpose of client
risk profiling. A Labuan KRI is expected to determine which risk factors and parameters
are most appropriate in the context of the nature and complexity of clients served,
products/services offered etc.

Note 2: In relation to ‘Risk Rating’, while the examples above are based on a simple
three-scale rating model (i.e. Low, Medium or High), this is not intended to restrict the
client risk rating models adopted by a Labuan KRI, which could be based on more
granular approach e.g. four-scale or five-scale or more rating model.
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4.1  Where relevant, a Labuan KRI may adopt similar risk factors and parameters
that have been used for the assessment of the ML/TF risks considered
under BbRA.

4.2  The different RbBA parameters considered within the customer, country or
geographic, product or service and transaction or distribution channel risk
factors, may either individually or in combination impact the level of risk posed

by each customer.

4.3 ldentifying one high risk indicator for a customer does not necessarily mean that
the customer is high risk?®. The RbRA ultimately requires a Labuan KRI to draw
together all risk factors, parameters considered, including patterns of transaction
and activity throughout the duration of the business relationship to determine
how best to assess the risk of such customers on an ongoing basis.

4.4  Therefore, a Labuan KRI is expected to ensure that the CDD information
obtained at the point of on-boarding and ongoing due diligence is accurate and

up to date.

B. Conduct risk profiling on customers

4.5 Based on the processes under paragraph 5 below, a Labuan KRI is expected to
formulate its own risk scoring mechanism for the purpose of risk profiling its
customers, e.g. high, medium or low. This will assist the Labuan KRI to
determine whether to apply standard or enhanced CDD measures in respect of

each customer.

4.6 A Labuan KRI is expected to document the reason and basis for each risk

profiling and risk scoring assigned to its customers.

4.7  Accurate risk profiling of its customers is crucial for the purpose of applying
effective control measures. Customers who are profiled as higher risk should be
subject to more stringent control measures including more frequent monitoring

compared to customers rated as low risk.

% Except for high risk customer relationships that have already been prescribed, e.g. foreign PEPs or customers from high risk
jurisdiction identified by FATF.
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4.8 While CDD measures and risk profiling of customers are performed at the
inception of the business relationship, the risk profile of a customer may change
once the customer has commenced transactions. Ongoing monitoring would
assist in determining whether the transactions are consistent with the customer’s

last known information.

C. Apply customer risk management and mitigation control measures

4.9 Based on the risk profiling conducted on customers, a Labuan KRI is expected
to apply the risk management and mitigation procedures, systems and control
measures proportionate to the customers’ risk profile to effectively manage and

mitigate such ML/TF risks.

4.10 Non-exhaustive examples of risk management and mitigation control measures
for RbRA include:

0] Develop and implement clear customer acceptance policies and
procedures;

(i) Obtain, and where appropriate, verify additional information on the
customer;

(iii) Update regularly the identification of the customer and beneficial
owners, if any;

(iv)  Obtain additional information on the intended nature of the business
relationship;

(V) Obtain information on the source of funds and/or source of wealth of
the customer;

(vi)  Obtain information on the reasons for the intended or performed
transactions;

(vii)  Obtain the approval of Senior Management to commence or continue
business relationship;

(vii)  Conduct appropriate level and frequency of ongoing monitoring
commensurate with risks identified;

(ix)  Scrutinise transactions based on a reasonable monetary threshold
and/or pre-determined transaction patterns; and

(x) Impose transaction limit or set a certain threshold.
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5.0 Continuous application of RBA

5.1 The application of RBA is a continuous process to ensure that RBA processes
for managing and mitigating ML/TF risks are kept under regular review.

5.2 A Labuan KRI is expected to conduct periodic assessment of its ML/TF risks
(preferably every two years or sooner if there are any changes to the Labuan
KRI’s business model) taking into account the growth of the business, nature

of new products/services and latest trends and typologies in the sector.

5.3  Through the periodic assessment, a Labuan KRI may be required to update or
review either its BbRA or RbRA.

5.4 A Labuan KRI is expected to take appropriate measures to ensure that its
policies and procedures are updated in light of the continuous risk assessments

and ongoing monitoring of its customers.

6.0 Documentation of the RBA process

6.1 A Labuan KRI is expected to ensure the RBA process is properly documented.

6.2 Documentation by the Labuan KRI is expected to include:

(i) Process and procedures of the RBA;

(i) Information that demonstrates higher risk indicators have been
considered, and where they have been considered and discarded,
reasonable rationale for such decision;

(i) Analysis of the ML/TF risks and conclusions of the ML/TF threats and
vulnerabilities to which the Labuan KRI is exposed to;

(iv) Measures put in place for higher risk indicators and to ensure that these
measures commensurate with the higher risks identified.

6.3 In addition, on a case-by-case basis, a Labuan KRI is expected to document the
rationale for any additional due diligence measures it has undertaken (or any

which it has waived) compared to the standard CDD approach.

6.4 The documented risk assessment is expected to be presented, discussed and
deliberated with the Senior Management (including the Principal Officer) and the
Board of the Labuan KRI.
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Appendix Il Appointment of Designated Compliance Officer

Labuan{is

Financial Services Authority

APPOINTMENT OF DESIGNATED COMPLIANCE OFFICER

Laundering, Anti-Terrorism Financing and Proceeds of Unlawful Activities Act 2001 (AMLA 2001)

Name of Institution
Type of License

PROFILE OF DESIGNATED COMPLIANCE OFFICER (DCO)
Important: All fields are mandatory and should not be left blank

Section A : Personal Details

Name

(as per NRIC/passport)

Old IC No.:

NRIC Details

(for Malaysian) NRIC No.:

Passport No.:

Passport Details

(for Non-Malaysian) Country of Issuance:

Contact Email Address:

Telephone No.:

Address:

Designation Title:

The DCO Post is at Management Level: Yes [1 No [

Appointment Date

Section B : Education and Professional Qualification

Qualification Awarding Institution / Professional Body Year Obtained
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Appendix IV Methods to Identify and Verify Beneficial Owner

Methods to Identify Beneficial Owner

1. The following recommended source documents will assist the Labuan KRI with

the identification of ultimate beneficial owners and controllers.

Type of legal
person/ legal
arrangement

Information relating
to beneficial
ownership

Source documents

Private and public
companies/Bodies
corporate/Partnership

(i) Legal vehicle (e.g.

corporate,
partnership etc)

Certificate of incorporation
Certificate of registration
Company constitution
Partnership Agreement
Minutes of Board meeting

Government-linked
companies

(i) Shareholding
including
information on
parent company
and subsidiaries
information

(ii) Direct or indirect
ownership

(i) Relationship to
conglomerates/
corporate groups

(iv) Company tree

Director’'s and shareholder’s
resolution

Partnership agreement

Appointment/Authorisation
letter

Senior management list

Company’s annual report
andannual return

Joint venture agreement,
shareholder’s agreements
and other related
agreements

Director nomination
agreement

Register of member
including BO

Any other source documents
that sufficiently identifies the
beneficial owner
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Type of legal Information relating Source documents

person/ legal to beneficial
arrangement ownership
Trust arrangement (i) Parties to the trust e Trust deed

(if) Personsinvolved in | e Trust registration document
the trust
establishment

(iif) Administrator of the
trust

(iv) Type of trust

Cooperatives (i) Management of the | o Registration form of the
cooperatives Cooperatives
(i) Rules governing e By-laws of the cooperative
the cooperatives « Minutes of General Meeting
Clubs/Societies/ () Rules governingthe | ¢ Constitution/ charter/ rules
Foundations/ Charities/ clubs/societies/ e Registration form
NGOs foundations/ « Minutes of meetin
charities/NGOs g

e List of members of committee

Note: The listing is serves as a guidance and non-exhaustive.

2. The identity of beneficial owners of a legal person or legal arrangement depends
on type and may be determined based on the following relationships:

Type of legal person/ Relationships to be determined, if any
legal arrangement
Companies e Shareholders
(Private & Public) e Senior management

e Joint venture agreement
e Persons with voting rights
e Nominee directors/ shadow directors

e Persons with power to appoint or remove
directors

e Other persons with interest within the company

Partnership e Partners within the partnership

e Other natural persons with effective control er
the partnership
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Type of legal person/ Relationships to be determined, if any
legal arrangement

Government linked e Person authorised in the government to
companies exerciseor influence decision making on the
GLC

- Government investment
linked companies, state | o Other persons who exercise or influence

based company etc. decisionsover the GLC
Clubs/ Societies/ e Office bearer (e.g. president, secretary,
Foundations/ Charities/ treasureror other committee)
NGOs/ Cooperatives

e Senior management/ management team

e Other member with effective control over the
club/societies/ charities/ foundations/
cooperatives

Trust arrangement e Settlor

e Trustee

e Protector

e Beneficiaries or class of beneficiaries

e Other natural persons with effective control
overthe trust

3. A Labuan KRI shall take all reasonable measures to identify their customers’
beneficial owner and shall be satisfied, based on the measures taken,that they
know the ultimate beneficial owner. The longer the chain of entities between a
legal vehicle and the more jurisdictions the entities span, the harder it is to
identity the beneficial owner given the need to determine who controls each of

the layers.

4. A Labuan KRI may examine as many levels of information from the entity
structure as they deem necessary. “Reasonable measures?®”, in this situation
refer to practical, necessary and appropriate steps taken in accordance with its

risk assessment, at best efforts basis.

% Reasonable measures through best efforts basis by thoroughly enquiring the customer on information of beneficial owner,
obtaining all relevant documents relating and reviewing all relevant entity’s documents and obtaining information through
online and offline publicly available sources including information maintained by public registrars.
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5. A Labuan KRI to incorporate a list of reasonable measures into its internal

policies and procedures to ensure standard measures for implementation.

6. In the event of a Labuan KRI is unable to identify or further verify the
information of beneficial owners including of a foreign natural persons, record
must show it has exhausted all reasonable measures in identifying the
beneficial owners. This may include obtaining a statutory declaration from the

customer on the identification of the foreign beneficial owner.

7. A Labuan KRI may choose to implement and adopt stricter internal policies and
procedures with regard to identification and verification of beneficial ownership
information. For example, a Labuan KRI may choose to collect information of

shareholders with less than 25% ownership if they so wish.

8. In the case of a protected cell company (PCC), its cell does not have a legal
personality separate from the cell company. Where a cell wishes to contract
with another party, it does through the cell company on its behalf. In dealing
with a PCC, the Labuan KRI must therefore establish whether the transaction
is for the PCC itself or acting on behalf of its cell.

Methods to Verify Beneficial Owner

1. A Labuan KRI shall use reliable and independent source documents to verify

the identity of beneficial owners.

2. A Labuan KRI is expected to perform identification and verification of beneficial
owners at the on-boarding stage, as well as when there are any changes to

the beneficial ownership information.

3. A Labuan KRI may conduct delayed verification of beneficial owner based on
risk assessment of the customer and beneficial owner and also to comply with
the delayed verification requirements of the Guidelines. A Labuan KRI is
obligated to identify and verify beneficial ownership information regardless of

the level of risk associated with the customer and beneficial owner.

4. Similar to the identification process, a Labuan KRI shall ensure that all
reasonable measures have been taken to verify the identity of the beneficial

owner of its customer. This may include but not limited to the following:
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(1) conducting verification through independent documents provided by the

customer;
(i) relying on public registries or government bodies;
(i) researching publicly available information; or

(iv) arranging a face-to-face meeting with the beneficial owner to

corroborate the undertaking or declaration provided by the customer.

5. In the event that the Labuan KRI is unable to verify the beneficial owner’'s

identity, a Labuan KRI may manage the risks of customer’s activities, by either:
(1) limiting the activities of the customer;

(i) treating the customer’s activities as high risk; or

(i)  applying enhanced ongoing due diligence on the customer.

6. Where the customer falls under the list of exempted legal persons listed under
paragraph 10.26 of the Guidelines, a Labuan KRI is not required to verify their
directors or shareholders. Notwithstanding this, a Labuan KRI is still required
to identify and maintain the information relating to the identity of the directors
and shareholders, based on public register, reliable sources or other

information provided by the customer.

7. In the event that there is no existing independent and reliable document
submitted on a foreign beneficial owner, record must show that the Labuan KRI
has exhausted all reasonable measures in verifying the foreign beneficial

owner’s identity.
8. A Labuan KRI may conduct a self-assessment exercise to determine whether:
(1) has taken adequate steps to verify the beneficial owner’s identity; and

(i) understand the rationale of the beneficial owner using complex corporate

structures.
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Appendix V  False Acceptance Rate (FAR)

1. In measuring the accuracy and effectiveness of e-KYC solutions, the FAR may
be considered a useful measurement as it captures the capability of the solution
to identify non-genuine on-boarding cases. Generally, a lower FAR indicates
thatthe e-KYC solution has correctly identified non-genuine or fraudulent on-

boarding cases on a regular basis.

2. FAR shall be measured based on the number of complete?’ identification and

verification cased processed under e-KYC.

3. In determining FAR, a Labuan KRI shall conduct audits to classify identification
and verification cases into genuine and non-genuine cases. Where it is not
feasible for a Labuan KRI to audit every identification and verification case
facilitated through e-KYC, a Labuan KRI may adopt a sampling approach.In
doing so, a Labuan KRI shall ensure that the data used to determine FAR is

random, unbiased and representative of the customer base.
4. A Labuan KRI shall conduct audit and submit Appendix VI.

5. A Labuan KRI to ensure that the overall FAR for the e-KYC solution does not
exceed 5%. However, the level of FAR should also take into consideration the
number of identification and verification cases, and the risks associated with
inaccurate identification for a particular product or service offered through e-
KYC.

6. Generally, for e-KYC solutions leveraging the use of artificial intelligence, FAR
should reduce with the increase in on-boarding cases processed.

27 A complete identification and verification case processed under e-KYC is defined as a case where the customer has completed
only the e-KYC checks as described in paragraph 2 of Appendix VI. This does not include other steps in the e-KYC processes
(e.g credit transfer).
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Appendix VI Reporting Template on e-KYC
IDENTIFICATION AND VERIFICATION FOR e-KYC
Name of Institution

Type of License

Reporting Period

1. The performance data below shall be recorded when reporting e-KYC identification
and verification cases performed by a reporting institution?s,

DATA (YEAR)

January June Total

Total identification and verification cases
performed

Total identification and verification cased that
were accepted by solution

Total sample size of identification and
verification cases audited

True Positive

True Negative

False Positive

False Negative

False Acceptance Ratio (%)

False Rejection Ratio (%), defined as :

No.of False Negatives
x
No.of False Negatives + No.of True Positives

100

2 For the avoidance of doubt, the term “cases” in the table under paragraph 1 of this Appendix refer to complete identification
and verification cases as defined in footnote 31 of Appendix V.
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2. A robust e-KYC solution may consist of a series of e-KYC checks (e.g. document
authenticity and biometric checks as outlined in paragraph 11.6) in identifying and
verifying a customer. Where a financial institution utilises a series of e-KYC checks

in the solution, the performance data below shall be recorded for each e-KYC
check.

DATA (YEAR)

Type of e-KYC checks January June Total

Document authenticity,
segregated by-
a) MyKad
True Positive
True Negative
False Positive
False Negative
FAR (%)
b) Passport
True Positive
True Negative
False Positive
False Negative
FAR (%)
c) Other official identity
documents
True Positive
True Negative
False Positive
False Negative
FAR (%)
Liveness detection
True Positive
True Negative
False Positive
False Negative
FAR (%)
Biometric matching
True Positive
True Negative
False Positive
False Negative
FAR (%)
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3. Other relevant metrics to be reported:

Average time taken from start of application to:

® completion of application (minutes);
(i)  account opening (hours); and
(i) account activation (hours).

Average time taken for completion of e-KYC process?®.

Reported by:

Name:

Designation and Department:

2 Jtem (i) and (iii) under paragraph 3 of this Appendix are not applicable to life insurers and family takaful operators.
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Appendix VII Annual Summary Report of Exposure to Customers and Beneficial

Owners from High Risk Countries

Appendix VII.1 Annual Summary Report of Exposure to Customers and
Beneficial Owners from High Risk Countries for Bank

SULIT

Reporting Institution
Officer's Name

Designation
E-mail

Telephone

Guides to complete the survey

- Please answer all questions below with mandatory fields marked in yellow
- Please provide amount as at 31 December YYYY (except for Question 2 & 3 which require full year data)
- Please input "n/a" for unused text field and "0" for unused number field

Category:

1. Customers and beneficial owners from jurisdictions subject to a FATF call on its members and other jurisdictions to apply
counter-measures to protect the international financial system from the ongoing and substantial money laundering and

terrorist financing (ML/TF) risks emanating from the jurisdiction.

2. Customers and beneficial owners from jurisdictions subject to a FATF call on its members and other jurisdictions to apply

enhanceddue diligence measures proportionate to the risks arising from the jurisdiction.

Country A Country B

1. Loan / Financing

Individual Expatriate

Government Representative

PEP

Student

Businessman / Businesswoman

Housewife

Retiree

Others (please specify)

Legal Person Resident Company/Business

Foreign Company/Business

NGOs

Others (please specify)

2. Deposit

Individual Expatriate

Government Representative

PEP

Student

Businessman / Businesswoman

Housewife

Retiree

Others (please specify)

Legal Person Resident Company/Business
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Country A

Foreign Company/Business

Country B

NGOs
Others (please specify)
3. Others
Individual Expatriate

Foreign Labour

Government Representative

PEP

Student

Businessman / Businesswoman

Housewife

Retiree

Others (please specify)

Legal Person  Resident Company/Business

Foreign Company/Business

NGOs

Others (please specify)

Country B

Country A

Total funds transferred to (in USD)

Total funds received from (in USD)

Country A

Country B

Bank 1:

Bank 2:

Bank 3:

Bank 4:

Bank 5:
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Appendix VII.2 Annual Summary Report of Exposure to Customers and
Beneficial Owners from High Risk Countries for Insurance and
Takaful

SULIT

Reporting Institution

Officer's Name

Designation

E-mail

Telephone

Guides to complete the survey
- Please answer all questions below with mandatory fields marked in yellow
- Please provide amount as at 31 December YYYY
- Please input "n/a" for unused text field and "0" for unused number field
- The institution is required to provide the overall number of customer of each jurisdiction regardless of how many policies
held by the samecustomers (refer column “Total number of customers from the jurisdiction”)

Category:

1. Customers and beneficial owners from jurisdictions subject to a FATF call on its members and other jurisdictions to apply
counter-measuresto protect the international financial system from the ongoing and substantial money laundering and
terrorist financing (ML/TF) risks emanating from the jurisdiction.

2. Customers and beneficial owners from jurisdictions subject to a FATF call on its members and other jurisdictions to apply
enhanced due diligence measures proportionate to the risks arising from the jurisdiction.

Country A Country B

1. Whole life

Individual Expatriate
Government Representative
PEP
Student

Businessman /
Businesswoman
Housewife
Retiree
Others (please specify)
Legal Person Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)
2. Annuity
Individual Expatriate
Government Representative
PEP
Student

Businessman /
Businesswoman
Housewife
Retiree

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 128/171




Country A Country B

Others (please specify)
Legal Person Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)
3. Investment-Linked
Individual Expatriate
Government Representative
PEP
Student
Businessman /
Businesswoman
Housewife
Retiree
Others (please specify)
Legal Person  Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)
4. Fire
Legal Person  Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)
5. Marine/Aviation/Transit
Legal Person  Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)
6. Engineering
Legal Person Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)
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Country B

Country A

7. Motors
Legal Person | Resident Company/Business
Foreign Company/Business
NGOs
Government
Others (please specify)

8. Miscellaneous
Resident Company/Business

Legal Person
Foreign Company/Business
NGOs
Government

Others (please specify)

Total number of customers from the jurisdiction

Page 130/171
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Appendix VIII Template for Application of Financial Intelligence Network System
(FINS)

FINANCIAL INTELLIGENCE NETWOK SYSTEM (FINS)
REGISTRATION FORM

FIRST NAME
LAST NAME
IDENTIFICATION NUMBER
NAME OF INSTITUTION
DESIGNATION
E-MAIL ADDRESS
USER GROUP Requestor is only allowed to perform maximum two
FUNCTION (2) user functions.
Maker
Checker
Admin Maker
Admin Checker
Main Compliance
Officer
CONTACT NUMBER i) Office :
i) Fax:
Requirement for FINS accessibility:
1. PCHardware: 1Gb RAM
2. Bandwidth: 256Kbps or higher
3. Screen Resolution: Best viewed in 1024 x 768 pixel
4. 0S: Windows 2000 above
5. Web Brower: Microsoft IE 6.0 above
6. Configure pop-up blockers to by pass FINS
AUTHORISED SIGNATORIES
Requested by: Recommended for approval
Requestor Principal Officer/Department Head
Date: Date:
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Appendix IX Suspicious Transaction Report

RAHSIA
| (Maana s corplrind form i FEPETETICH TBD | oo e e e e e e e
@ Firar=isd inipl gpree L [rforeemeni Copsrime m
Bardk fisg s Balwpmis
inlan Doma” Ons, SlslED M asls Lampa
Fax: 33-2E81 Jel5 ol

SUSPIC

FOR BANKING AKD DEPOSIT-TAKING INSTITUTKOMNS

a 16 Na{adiT I& i (Pl Ml L0 Tl P STl 1D POl SLSpeoal LS, Taf e e s Ledhed il Lun - ordry
Laumdaring amd Al Tamonsm Financing Aot 2004 [AMLATFA)

b Wnder seeciion 34 of the AMLATFA, no dvil, ciminal o discipinary procesdings shall be brought sgains @
P W ralloRs & rapoit unless i was meada in bad Tath

FART A INFORMATION ON CUSTOMER

1] Indiveduaal

Padicnad ity |

TSN Dy

Pulaied
e
I I O Wi 1]
P T
\ - ____________________________________|
i)
i3

I

Pl FIRIC o Ol MREC: N
i bl R amon Do ideariificarion Dypa
el

Comiact | e et ko

Ficartefitied e ominiic s addness Comespondencs eddness

Ot @addri-as Pt aodress

Emiail adiness I |

Criaesl i - [T} - | Flia} - W |

Frad i

Essgplargiiiiat b ot ot
Biisingsa!
Ty TreadTl Dyl
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RAHZ &

Owooupation

Ocoupation descnption

Employer name

Employment area

COther knowr
employment

Marital informaticn

Mantal stabus I I

Spouse name

Spouse idemtification

Mew MRS mo Oid HRIC no

Other identificalion Other identification
by

Passport mo Placeicountiry of isswe

Caher faciibies which
Account Holder has
with bamnk

Perzon conducted the transaction

1} Individual
Hationality

Hame

Cathes = {1}
name

{2}

{2}

Hew MRIC no Gid MRIC no
Onher identfication Ciiher identification type
Gender

Contact imformation
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RAHS L&

Residentalbusiness addness

Cormmespondence address

Over address

FPresvious address

Email adoress

Comladt no = () . -:E:-:s]

- (Mok)

Fax no

Employment information

Business/
amplaymenl byps=

Oooupation

Oooupation deschplion

Emplayer name

Emplayment area

Oither known
Empoyment

Marital information

Mtantal stabus I I

Spouse name

Spouse identification

Mew MEIC ma

Oid HNRIC no

Oither identificalion

Oither identification
by

Passport ma

Placaicountry of isswe
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RAHSIA

FART B: TRANSACTION DETAILS

Mitempbed but not completed transaction | Mo |

fcoount ra Acooun| bype
Date account opened Siatus of account

Current balarmcs=

Branc S1ale | |

Introdu carfGuarantor

e

Mationalby

Hew MRIC no Oid MIRIC no

(Mher ident ficaton Oher identification
hype

Fasspart no Paceicountry of s=ue

Busine=s registrabion

no

Transaction

Frequency | I
| rarsachion date = o =

Tatal amount (YR

Faresgn curmency Currency typs
amauni

Type of ransaction I I
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RAHS L&

FART C: DESCRIPTION OF SUSPICIOUS TRANSACTION

Reactvated doemant accouwnl
Largefunusual cash deposiliwithdrawal
fclvily inconsistent with customes profile

Regularfurusual offshore adivity

Grounds for suspicon

Largefunusual inwardioutward remittance

I Others [specify) |

Oiifrers (pieass
specify)

Descripbon of
suspescied criminal
aclivity

Details of the nabur=
and croumslances

surmounding il

Date of reparting I |
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FaH 318
Pl il corbg it ind heem bac

Finincial Inbelngandi & Enlorcitanl Digarkssanl Reference no
@ Bt Poi g i el il i

Jalan Davs’ dnn, S0488 Keals Lompur
Fan - B3-2E55 SEEE E-mail

SUSPICIOUS TRANSACTION REPORT

INSURANCE AND TARKAFUL
a. This report is made punsisant fo the requirement to report suspicious transaction under the Anli-Money
Laundering and Anti-Terronsm Firancing Act 2001 (AMLATFA)
0. Under section 24 af the AMLATFA, no ciwil, ciminal or disciplnany proceedings shall be brought against a
person who makes a report unless it wars made in bad faith

PART &: INFORMATION ON CUSTOMER

1) Individuwal
Haticnality
Hame
Ofher previows it |I
nams
(]
(1]
Hew NRIC no Oid MRIC no
Other identification Other identification type
Gender I
Contact information
Residerdalbusiness address Correspondence address
Cther addness Prewious addness
Email addness
Corfacl mo - [T = [Res) = (Miab)
Fax no

Employment information

Business
amployment type
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RAHSI1A
':'_\:a.:;:ahm

Oooupation descriplion

Employer mame

Employment ar=a

Cithear known
employment

Marital information
Marital =ialus

Spouss name

Spouse identification

M=w MIRIC no O MAIC o
Citheer identification Cither identification type
Pamspart no Place‘country of issue

Oher policies which
cusiomer has/had
wilhi the company

Beneficiary
1] Individual
Wabonality

Name

Felabionship with
CusAnmesr

Caheriprevious (1]
name

(2}

(2j

“ ‘

Hew MRIC no
(nher idemtiication

Old MRIC no
Other identification type

Ge=nder

|
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®

Contact informaticn

Residertialbusiness address

Correspondence address

Other address

Previous address

Email address

Confact ma

Fax no

Employment information

Business/

amplocymant Hype
Cooupabon
(ooupabon descriphbon

Employer rame

Employment arsa

Cithemr kmown
employmeni

Marital information
Mantal =tatus

Spouse reme

Spouse identification
Mew HIRIC no

Oithemr id=nification

Pam=part no

= [{CT) = {Ries)

« {Miak)

I

CHd MRIC no

Cithvar identification type

Place/sountry of issue
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RaHS18

@

1) Individual

Haticnality
Hame
Caheripreviows {1
names
(2
1]
Mew MEIC no Old MFIC no
Onher identification . Ottheer identificalion type

Gendes |

Contact information

Residertialbusiness address Cormespondence address
Citiner address Prevvious addmess

Email address

Corfiact mo = [T : -:ﬁes] - {iab)

Fax no

Employment information
Business/

employment type
Oooamabion
Cionupation descriglion

Employer name
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FLfH 318

Employment arsa

Otheer known
empioyment

Marital information
Marital staius I

Epouss rEme

Spouse identification

e WIRIC no Cid MRIC no
Othear idenbification Oithver identification type
Pars=par no Placedcountry of issue

PART B: TRANSACTION DETAILS

Aflempbed bt nod compleled iransaction | Mo

Puolicy number Claim mumber

Iresurance Lyps Business class

Type of plan Palicy slatus

Transaction date = 0 =

Policy

commencemesnl dale

Sum insured ‘Sum iresured
ousTency bype

Payment mode

Premium amouni Premmium currency
fype

FPaymeni melhod
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PART C: DESCRIPTION OF SUSPICIOUS TRANSACTION

(Grounds far suspicicn

Difvers [pleace
spacify)

Description of
suspecied crimiral
actreby

Details of the naturs
and arnmumsances
surrounding it

Dabe of reporting

Unusual =ardy cancelation of polides

Unususl nabere'size of rarsscSons

Assignments of palicies o unrelated parties

Abnommal seflkEment instruchions

Claims with abnomal regularity

Halding numbers of policies and the otal premium paid is unusual

oliners
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FLAHZ1

Pl wirdd soirpbitin lom b Referpnci Mo
ﬁ Firmarctil intaligenss & Enforcermanl D o0 M
Bann Migara bealinas
FANK HEGARS BALLYEIA dikan Dale' Onn, S04 Huala Lumgu
TSR B e Fain: 052605 3825 E-mail  ghQhm g fiy

SUSPICIOUS TRANSACTION REPORT

FOR TRUST DOMPARNIES

a. This repori is made pursuant bo the requirement io report suspicious transaction under the
Anti-Money Laundering, Anf-Temorism Firancing and Proceeds of Unlawful ActiiSes Acl

2001 [AMLA)
b. Under section 24 of the AMLA, no chil, criminal or disciplinary proceedings shall be brought

agains! a person who makes a report uniess it was made in bad faith

PART A INFORMATION ON RELATED PARTIES

1}
Hatioralkiy
Hams=
Othe=riprevious rams 1)
[2)
]
Hew HRIC no Cid HRIC no
Cithe=r idertification
Othe=r idenbficatan
bype
Gender
Comtact information
ResidenbaliBusiness Address Comrespondence Address
Cither Address Presvious Address
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Email address:

R ) e ) e

Fax Mo.

Employment information

Bursiness'employment
lyp=
Occupation

Occupation descripion

Employer name

Employment ar=a

Oithser kmown =mploymeni

Marital information

harnital stabus

Spouse name

Spouse identification

Hew HRIC no Cid HRIC no
Oitheer identificatian Crher identification type
Parsspari no Placeicountry of issue

Person conducted the trarsaction
1} Imdivvidsal

Masonality

Mame

Caherfprevious name (1)

2

(3}

Hew NRIC no

iCiher identification Did HRIC no
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Crer idenification
{Z=noer
hype

Contact information

A=siderfal Business Address Cormespondence Address

Orer Address Previgpus Addmess

Email address:

Contact Mo {0} - Fims) - Miciny

Fax Mo,

Employmant information

Business/employment type

Oooupation

Oooupabion descripbion

Empioper name

Employment area

Cher known employmesnt |

Marital Information

barnal status |

Spoums nams
Spouse identification

ew MRS no Oid HRIC no

Other identification Oaher identification type

Passpor no Flacaicouniry of issue
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1k

Masocnalily | |
Hame
Oeher/previous name (13
[2)
[3)
MNew NRIC no
Oeer identification id NRIC no
Citiver iderdification
Z=ndar
type
Contact information
F=sidental Business Sdoress Comespordencs Address
(rher Address Previous fddress
Emal address:
Comtact Ho. o CHl | Rmsl =ik}
Fax Mo.
Employment information

Business/employment type

Oiooupaticn

Oooupaticn descripbion

Empioyer name
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Employment area

Oher krown employment |

Marital Information

barital status |

Spoums nams

Spouse identification

Hew NRIC no Oid NRIC no
Crner idenlification Caher identification type
Paczzport nio Placeicouniry of issue

PART B: TRANSACTION DETAILS

Aftempied but not compleied iransacdion

Safior account detils

fucount no.

Aemment bae

Type of praperty

Bramch State

Trarsxcion dale

Trarsachon amount

Foreign curmrency amouni Currency type

Benefidary sccount detais

fuccount no.

fuount type

1 ypa ol praperty

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 147/171




Eramch
Trarsaction dale
Trarsscion amount

Foreign cumency amounl

Eilats

Cusrency type

Ssraces rendersd D

fict as jor arrange for another person o acl a=) a trusies of an express nsi

fict as afiorney or agenl for colisction, receipt and payment of money, and
winding estates

fict as agent for management and contral af property for and on behalf of the
CANTHErS:

Others [ple=ase specify)

PART C: DESCRIPTION OF SUSPICIOUS TRANSACTION

Grounds for suspicion

Descriplion of suspectesd
criminal actrty

Details of the nature and
cncumeEtances
surmounding i

Daf= of reporting

OoOan

Identity of client'beneficiary is difficult io obtain

fucivity inconsisient with dient's prafile or business

Counlerfestfraudunaulbonsed iransactan

Excrmive ar UNMECESSay LsE of nominess

Odhers [please specify)
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Rl Eia,

P ] oo bt (i Do Relerenoe Mo
ﬁ Frrsaredid irdsgparees & Enforcsrmanl Dt CO Mo
[T T
FANK HEGARA BALIVEIA Jdakan Dale' Ovun, SOGE0 Fasiba L irrapdid
R e e Fuin: 053605 325 E-mad gl s iy

SUSPICKOUS TRANSACTION REPORT

FOR LEASING AND FACTORING COMPANIES

a. This repori is made pursuant to the requirement o report suspicious fransaction under e
Anti-kMoney Laundering, AnSTerorism Finencing and Proceeds of Unlzraful #ctivies fcl
20071 [AMLAY)

b. Under section 24 of the AMLA, ma chvil, criminal or discplinary procsedings. shall be broughd
against a person who makes a report unless it was made in bad faith

PART A: INFORMATION 0N CLSTOMER,

Otheerfprevious mame (1)
[2)
E}]
Mew NEIC no CHd MFIC no
Citier identification
Othe=r idenbficatan
type
Gender
Contact information
Feod=nbal Business fAddress Comespondencs Address
Cither Addness Previous fddress
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Email addre=s:

R ) e )

Fax Mo.

Employment information

Business'employment
type=
Occupation

COrccupation description

Empioyer name

Employment ar=a

Othver known employment

Marital Information

Mantal status

Bpmime name

Epouss identification

Kemw MRIC no Old NIRIC: ra

Clte=r idenbficadan Other identificaion type

Piaceioounbry of e

Passpor no

PART B: TRAMSACTION DETAILS

Afiempbed bul nol completed ransaction

Tramsaction type

Transaction dabe

Transaction amourt [MYR)

Ciibesr information
Client's Agreement Ma.

Type of Eguipment Leamsd
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Type of Irvoioes Faciored

PART C: DESCRIPTION OF SUSPICIOUSE TRANSACTION

Grourds for suspicion [:] Paymenl fior l=asing is made with lange s=um of cash which doe=s nol
commensurate with customes's financial standings

Canceliation of contradt and reguest for reimbursement by means of
chsques

L CLESSOImeEr

Reguest for reimbursement to thind party whao bas no apparent redation o

[ Counlerfertirandunaulhonzed lransactan

fucivity inconsistent wilh dient's profile or business

Chent's identity is difficull to obtain

Ohers [specify)

LI 0 O

CHhars (pleaze
speciy)

Descnpton of
susp=cled crimiral
activity

De=tails of the nabure and
croumslances

surrourding it

Date af repariing
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R 1A

Pl i i S bbind Tiwm L Raefererce Mo
ﬂ Formarwaad iifabperess & Enfircermmenl D gsaiimm! o0 Ma:
Banh Mg blali-as
Jikin Dale' Oven, SO0 Fosala L irmpud
aﬂh':..hfrr‘f-'lgﬁafm'l Fain: 03-380% 3825 E-mal SlipEaim Gis iy

)b -BANK FINARCIAL INSTITUTI
This report s made pursuant io $he requirement o report suspicous: irareaction under the
fnti-Morey Laundenng, Anti-Terrorism Financing and Procseds of Unlawful Actiilies Act
2001 (AMLA}
b.  Under s=clion 24 af the AMLA, no @vil, ciminal or disciplinary processdings shall be brought
gainst a person who makes a repord unless it was made in bad Taith

PART A INFORMATION ON RELATED PARTIES

fuomount holdes

11
atiorakty
Mams
Otheriprevious name (1)
[2)
[3)
Herer HRIC no Oid NRIC nio
Otheer identification ﬁf identification
Gender
Contact information
R=mdsnialBusiness Address Cormespondence Address
Cther Address Previous Address
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Email address:

Cantact Ma. = CHF} +Fms)

([ Mok}

Fax Mo.

Employment information

Business/employment
fype

COrecupation

Orecupation description

Employer nams

Employment area

Citheer known smploymeni

Marital Imformation

hantal stalus

Spouse name | |

Spouss identification

Merw HRIC no | Oid MRIC no |
Citkesr idenbfica®an Oher identification

bype
Pamspart no E:::"m”"ﬂ"!' af

Person conducied the transaction

1) Individusal
Matiorakity
Mame
Otherprevious name (1}
2 |
(3
New NRIC no |
Othesr identification Qid MIRIC ma
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Cither ide=nbficabon

Gender
type

Contact information

ResidentialBusiness Addness Correspond=nce Address

Oither Address Prewious Address

Email address:

Cantact Ma. = O} of Pl (ol )

Fax Mo.

Employment information

Bumsinessiemployment
hype
Oocupatian

Oeccupation descripion

Employer rams

Employment an=a

Other known employment

Marital Information

Mtantal stalus

Spouse name

Spouso identification

Ciid MIRIC ma

Hew HRIC no
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Cithemr idenificaton

Pas=part no

fiflempled bul mal completed ransaction

Customer r=l ma

Transaction type

Transaction dabe

Oiher identification type

Placeicountry of issus

Transacton amound [MYR )

Oithar imformation
Type of loan

Guarantor
Matioralkty
MHams=

Hew HRIC no
Cithe=r idenificaton

Par=par Mo

Business regisiration
ro

PART B: TRANSACTION DETAILE

Oid MIRIC ma

Chhesr idenbificabion
type

Place/counbry of
(AT

PART C: DESCRIPTION OF SUSPICIOUS TRANSACTION

Groumds for suspicicn [_]

Cli=nl setties loan with one lump sum payment

[]
L]
[]
L]

Cleni conlinuously borrows and seffies the loan in a shorl penod of
e

Clhent repays the loan with a chegue from a third party, other than
spouse ar family members

Clhent refuses o discloss mode of repayment for the loan

Oihers {please specify)
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Descripion of
suspecied criminal
acteaty

De=tails of the nabure and
crcumslianoss
surrourding it

Date af reporing
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Appendix X List of Transactions That May Triggers Suspicion

Labuan Banks

Examples of Transactions3® That May Triggers Suspicion

1. Unusual amount of remittances which does not commensurate with an individual or

company business activities.

2. Substantial increases in transactions of any individual or business without apparent
cause, especially if such deposits are subsequently transferred within a short period

out of the account and/or to a destination not normally associated with the customer.

Accounts

3. Accounts that appear to act as pass through accounts with high volumes of credits

and debits and low average monthly balances.

4. Customers who wish to maintain a number of trustee or client accounts, which do
not appear consistent with the type of business, including transactions which

involve nominee names.

5. Customers who have numerous accounts and pay in amounts of cash to each of
them in circumstances in which the total amount of credits would be large.

6. Any individual or company whose account shows no normal personnel banking or
business-related activities, but is used to receive or disburse large sums which
have no obvious purpose or relationship to the account holder and/or his business

(e.g. substantial increase in turnover on an account).

7. Reluctance to provide normal information when opening an account or providing

information that is difficult for the reporting institution to verify.

8. Customers who appear to have accounts with several reporting institutions within
the same locality but choose to consolidate funds from such accounts on regular

basis for onward transmission to a third-party account.

30 Modified from ‘A Model of Best Practices to Combat Money Laundering in the Financial Sector’ (September 2000) by the
Commonwealth Secretariat.
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9. Large withdrawals from a previously dormant/inactive account, or from an account

which has just received an unexpectedly large credit from abroad.
10. Company’s representatives avoiding contact with branch officers.

11. Substantial increases in deposits or negotiable instrument by a professional firm or
company, using client accounts or in-house company, or trust accounts, especially
if the deposits are promptly transferred between other client’'s company and trust

accounts.

12. Customers who show an apparent disregard for accounts offering morefavourable

terms, e.g. avoidance of high interest rate facilities for large credit balances.

13. Customers who decline to provide information that in normal circumstances would
make the customer eligible for credit or for other banking services that would be

regarded as valuable.
14. Insufficient use of normal banking facilities.

15. Large number of individuals making payments into the same account withoutany

adequate explanation.

16. Large deposit made into a newly opened company/business account and withdrawn

in a short period within same or next few days.
17. Sudden change of transaction pattern(s) observed in customers’ account.

18. Customer deposits, withdraws or operates an account accompanied or watched or
under instruction by a third party.
19. Common mobile number, address and employment reference being used by

numerous individuals to open multiple bank accounts in different names.

20. Transactions with apparent front, shell or shelf companies.

21. Lifestyle that does not commensurate with employment or business line.

22. Media or other reliable sources suggest that a customer may be linked to criminal
activity which could generate proceeds of crime.

23. Company receiving high value projects or contracts which are not compatible with
its background or profile and is usually linked to persons related to the projects or

contracts awarding authority.
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24. Transferring of funds from bank accounts to high risk vehicles abroad, such as
corporate trusts.
25. Customer involved in regulated activities without proper license or approval by the

relevant authorities.

International Banking/Trade Finance

26. Customers introduced by an overseas branch, affiliate or any other bank based in

countries where production of drugs or drug trafficking may be prevalent.

27. Use of Letter of Credit and other methods of trade finance to move money between

countries where such trade is not consistent with the customer’s usual business.

28. Customers who make regular and large payments, including wire transfers, that
cannot be clearly identified as bona fide transactions, or receive regular and large
payments from countries which are commonly associated with the production,
processing or marketing of drugs, prescribed terrorist organizations or which are

tax havens.

29. Building up of large balances, which are not consistent with the knownturnover of

the customer’s business, and subsequent transfer to accounts held overseas.

30. Unexplained electronic fund transfers by customers on an in-and-out basis or

without passing, through an account.

31. Customers who show apparent disregard for arrangements offering more

favourable terms.
32. Items shipped that are inconsistent with the nature of the customer’s business.
33. Customers conducting business in higher risk countries.

34. Customers shipping items through higher risk countries, including transit through

non-cooperative countries.

35. Customers involved in potentially higher risk activities, including activities that may
be subject to export/import restrictions (e.g. equipment for military of foreign
governments, weapons, ammunition, chemical mixtures, classified defence articles

and sensitive technical data).
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36. Obvious over or under pricing of goods and services.
37. Obvious misrepresentation of quantity or type of goods imported or exported.

38. Transaction structure appears unnecessarily complex and designed to obscure the

true nature of the transaction.
39. Customers request payment of proceeds to an unrelated third party.
40. Shipment locations or description of goods not consistent with letter of credit.

41. Significantly amended letters of credits without reasonable justification or changes

to the beneficiary or location of payment.

42. Use of misleading or non-specific description of goods on trade or financial
documents.
43. Inconsistent information contained in trade and financial documents, i.e. hames,

companies, addresses, final destination, etc.

Employees and Agents

44. Changes in employee’s characteristics, e.g. lavish life styles or avoiding taking

holidays.

45. Changes in employees or agent’s performance, e.g. the salesman, selling products

for cash, have a remarkable or unexpected increase in performance.

46. Any dealing with an agent where the identity of the ultimate beneficiary or
counterpart is undisclosed, contrary to normal procedure for the type of business

concerned.
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Labuan (re)insurers, Labuan (re)takaful Operators, Insurance and Takaful

Intermediaries

Examples of Transactions that May Triggers Suspicion
Brokerage and Sales

1. New Business

(&8 A personal lines customer for whom verification of identity proves
unusually difficult, who is evasive or reluctant to provide full details or a

customer who source of funds is not clear.

(b) A corporate/trust customer where there are difficulties and delays in
obtaining a copy of the statements of accounts or other documents of

incorporation.

(c) A customer with no discernible reason for using the insurer’s/takaful
operator’s service, e.g. customers with distant addresses who could find
the same service nearer their home base, or customers whose
requirements are not in the normal pattern of or inconsistent with the

insurer’s business and could be more easily serviced elsewhere.

(d) A customer introduced by an overseas broker, affiliate or other
intermediary, when both customer and introducer are based in countries

where production of drugs or drug trafficking may be prevalent.
(e)  Any transaction in which the insured is unknown.

() Customer purchases products with termination features without concern

for the product’s investment performance.

(9) Customer purchases insurance/takaful products using a single, large
premium/contribution payment, particularly when payment is made

through unusual methods such as currency or currency equivalents.

(h) Customer purchases a product that appears outside the customer’s

normal range of financial wealth or estate planning needs.

0] Customer borrows against the cash surrender value of permanent life

insurance policies or permanent family takaful certificate, particularly
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when payments are made to apparently unrelated third parties.

()] Policies are purchased that allow for the transfer of beneficial ownership
interests without the knowledge and consent of the insurance
issuer/takaful operator. This would include second hand endowmentand

bearer insurance/takaful policies.

(k) A customer is known to purchase several insurance/takaful products and
uses the proceeds from an early policy/certificate surrender to purchase

other financial assets.

)] Payment to unrelated third party.

2. Transactions which are abnormal or do not make economic sense

@) Proposals from an intermediary not in accordance with the normal

business introduced.

(b) Proposals not in accordance with an insured’s normal requirements, the
markets in which the insured or intermediary is active and the business

which the insured operates.

(c) Early cancellation of policies with return of insurance premium/takaful
contribution, for no discernible purpose or in circumstances which appear

unusual.

(d) A number of policies/certificates entered into by the same insurer/takaful

intermediary for small amounts and then cancelled at the same time.

(e)  Any transaction in which the nature, size or frequency appears unusual,
e.g. early termination or cancellation, especially where cash had been
tendered and/or the refund cheque is to a third party or a sudden purchase
of a lump sum contract from anexisting customer whose current contracts

are small and withregular payments only.
() Assignment of policies/certificates to apparently unrelated third parties.

(9) Transactions not in accordance with normal practice in the market to

which they relate, e.g. with reference to the size or class of business.
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(h)  Other transactions linked to the transaction in question which could be
designed to disguise money and divert it into other forms or other

destinations or beneficiaries.

(1) Customer purchasing high number of insurance policies/takaful
certificates for self and family members which is not consistent with

earning capacity or profile.

Settlement

1. Payment

(@8 A number of policies taken out by the same insured for low insurance
premiums/takaful contribution, each purchased for cash and then

cancelledwith return of insurance premium/takaful contribution to a third
party.
(b) Large or unusual payment of insurance premiums/takaful contribution or

transaction settlement by cash.

(c) Overpayment of insurance premiums/takaful contribution with a request

to refund the excess to a third party or different country.

(d) Payment by way of third-party cheque or money transfers where there is
a variation between the account holder, the signatory and the prospective

insured.

(e) A customer uses multiple currency equivalents (e.g cashier’s cheques
and money orders) from different banks and money services businesses
to make insurance policy/takaful certificate or annuity payments.

2. Disposition

(@) Payment of claims to a third party without any apparent connection to the

insurance policy/takaful certificate owner.

(b)  Abnormal settlement instructions, including payment to apparently
unconnected parties or to countries in which the insured is not known to

operate.

Guidelines on AML/CFT and TFS for Labuan Key Reporting Institutions Page 163/171




3. Claims and Reinsurances/Retakaful

(@)  Strong likelihood of risks occurring, resulting in substantial claims, with

consequently high insurance premiums/takaful contribution.
(b) Claims which, while appearing legitimate, occur with abnormal regularity.
(©) Regular small claims within insurance premium/takaful contribution limit.
(d)  Treaty reinsurances/retakaful with high incidence of small claims.
(e) Regular reinsurance/retakaful claims paid overseas to third parties.

)] Recent change of ownership/assignment of policies/certificate just prior to
a loss.

(g0 Abnormal loss ratios for the nature and class of risk bound under a

binding authority.
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Labuan Capital Market

Examples of Transactions that May Triggers Suspicion

1. Transactions that appear inconsistent with a customer’s known profile or unusual

deviations from normal transaction or relationship.

2. Transactions that require the use of complex and opaque legal entities and
arrangements.
3. Transaction with entity established in jurisdictions with weak or absent AML/CFT

laws and/or secrecy laws.

4. A customer who is reluctant to provide evidence of his identity or where the
customer is a corporate entity, evidence of its place of incorporation and the

identity of its major shareholders and its director(s) or relevant officer(s).

5. A customer is a known or suspected triad member, drug trafficker or terrorist, or

where the customer has been introduced by any such persons.
6. Any situation where the identity of the customer is difficult to be determined.

7. The entry of matching buys and sells in particular securities, creating illusion of
trading. Such trading does not result in a bona fide market position, and might

provide ‘cover’ for a money launderer.

8. Buying and selling of a security with no discernible purpose or in circumstances,

which appear unusual.

9. Larger or unusual settlements of securities transactions in cash form.
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Labuan Trust Companies

Examples of Transactions that May Triggers Suspicion

1.

Transactions that appear inconsistent with a customer’s known profile or unusual

deviations from normal transaction or relationship.

Transactions that require the use of complex and opaque legal entities and

arrangements.

Transaction with entity established in jurisdictions with weak or absent AML/CFT

laws and/or secrecy laws.

A customer who is reluctant to provide evidence of his identity or where the
customer is a corporate entity, evidence of its place of incorporation and the

identity of its major shareholders and its director(s) or relevant officer(s).

A customer is a known or suspected triad member, drug trafficker or terrorist, or

where the customer has been introduced by any such persons.

Any situation where the identity of the customer is difficult to be determined.
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Appendix XI Relevant UNSCR and UNSC Sanctions Committee for Targeted
Financial Sanctions on Proliferation Financing

In relation to paragraph 22.2, the relevant UNSCR or UNSC Sanctions Committee relating
to prevention of proliferation of weapons of mass destruction (WMD) are as follows:

0] Democratic People’s Republic of Korea

UNSC Sanctions Committee established pursuant to Resolution 1718 (2006)
concerning the Democratic People’s Republic of Korea.

(i) Islamic Republic of Iran
United Nations Security Council Resolution 2231 (2015) on Iran Nuclear Issue.

@ii)  Any other UNSCR or UNSC Sanctions Committee as specified by Labuan FSA in
the Guidelines,
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Appendix XII Relevant UNSCR and UNSC Sanctions Committee for Targeted
Financial Sanctions on Other UN-Sanctions Regimes

In relation to paragraph 22.3, the relevant UNSCR, UNSC Sanctions Committee and its
corresponding Central Bank of Malaysia Act 2009 Regulation for other UN-sanctioned
regimes relating to upholding of peace and security, and prevention of conflicts and
human right violations are as follows:

(@ The Democratic Republic of Congo Sanctions Committee

. United Nations Security Council Committee established pursuant to
Resolution 1533 (2004) concerning the Democratic Republic of the Congo
o Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to the Democratic Republic of Congo)
Regulations 2014 (P.U.(A) 80/2014)

(i) 2140 Sanctions Committee (Yemen)

. United Nations Security Council Committee established pursuant to
Resolution 2140 (2014)
o Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to the Republic of Yemen) Regulations 2016
(P.U.(A) 39/2016)

(i)  South Sudan Sanctions Committee

. United Nations Security Council Committee established pursuant to
Resolution 2206 (2015) concerning South Sudan
o Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to the Republic of South Sudan) Regulations
2016 (P.U.(A) 271/2016)

(iv)  Somalia Sanctions Committee

o United Nations Security Council Committee pursuant to Resolution 751
(1992) concerning Somalia
o Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to the Federal Republic of Somalia)
Regulations 2017 (P.U.(A) 167/2017)
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(V) Libya Sanctions Committee

o United Nations Security Council Committee established pursuant to
Resolution 1970 (2011) concerning Libya

o Central Bank of Malaysia (Implementation of the United Nations Security
Council Resolutions Relating to Libya) Regulations 2017 (P.U.(A)
318/2017)

(vi) 1518 Sanctions Committee (Iraq)

o United Nations Security Council Committee established pursuant to
Resolution 1518 (2003)
. Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to The Republic of Iraq) Regulations 2017
(P.U.(A) 349/2017)

(vii)  The Central African Republic Sanctions Committee

. United Nations Security Council Committee established pursuant to
Resolution 2127 (2013) concerning the Central African Republic
o Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to the Central African Republic) Regulations
2018 (P.U.(A) 282/2018)

(viii)  The Sudan Sanctions Committee

o United Nations Security Council Committee established pursuant to
Resolution 1591 (2005) concerning the Sudan
o Central Bank of Malaysia (Implementation of the United Nations Security

Council Resolutions Relating to the State of Sudan) Regulations 2019
(P.U.(A) 38/2019)

(ix)  Any other UNSCR or UNSC Sanctions Committee as specified by Labuan FSA.
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Appendix Xl Template for Reporting Upon Determination of a Positive Name Match

1 Emalito:
AMLACFT Usiit, Labuan FSA at asbiabisanksa. g my
2} Admessed io:

Ketua Podis Megara

[a) wp: Pasukan Easatan Jenayah Pengubahan Wang
Haram dan Pem baysan Heganasan
Urusetia Pejabai Keiua Pols Megan, Tingkat 23,
Menam 232, Jalan Tun Razak, 50400, Kualka Lumpur

0} W Bahagian EB Cawangan Khas
Tirgkat 24, Mierara 2, b Prjabat Fols
Bukit Amian, 50560, Kuala Lumpur

EEFORTING OF DETERMINATION AND THE FREEZING OF FLRNIDS PURSUANT TO THE ANTI-MONEY LAUNDERBNG, ANTI-TERRORISM FINANCING AND PROCEEDS OF UNLAWFUL ACTIVITIES ACT 2031 AND ITS
ELBSIDARY LEGHSLATION

Circslas | Gasutie Roal R

Crtulis | Gibatte Raliescs Dale:

Mt with Bpecified indhoide| | Eality (YES | MO :
WYES phidds Sl-up Ve Gl i e Bees Dk,

Balsnce an o
Irastuson Kema
(. Ty, Mccoung
Brarch Duis Fnancial | Account / Pacility
Mo Hame Andream -':‘-l h_-'::'. [T ————— “:‘:"‘ = servicen givan | Sinhe bator @ |D00S Sccow focen Relnisd Parizs Sk
Py "-'Im o | SR Bacily - - "-d"'.l.m [CCAMIYEYY kming fregen FOMENYT | Banking (CRiT |s Barnking O} ¢
‘group bamin [Sum = I
1
2
3
I
L]
E
Eapaiing dnsitsdion Derails
Raportineg bnstitution Masmes
Contact Parson
Dasignation
Tel & Fax No.
E-mail
Ruporting Dabs : RAHARA
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Appendix XIV Template for Periodic Reporting on Positive Name Match

E-maail o

AMLICFT Unit, Lafwisn FEA of amiDlabuisnise. gov.my

Croalin / Ganitis Ralroscs Re:

Cirvalir | Ganrts Reloresce Date:

Mialch with Specified indiidel | Extity (YES /NG :______

WYES phiie Si-up Ve difiedi in e oo bakw.

Oalsnce an o
Irarividon Kemea
Wy S, Dranct L Duie Mnsncisl  |Aocountd Facility
Ma Ham Add remm . 'Ih fn -0 a [ ‘ i 1 BETYICEE ghean Steha Eiom & D_pm Rolriasd Paries
i Encility - Typs TOAMT T t=ing frogen wBnriking (CF | |» Banking (DR}
Proug baain | S .. I
i
rd
5
F
H
E
Begviing Insunudion D rails:
Rl pting bnStiiu Gl Mairs

Codtacd Parson

Dusignatios

Tal & Fax No.

E-mail

R podting Duate
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